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Abstract—As cyber-threats become increasingly sophisticated
in the artificial intelligence (AI) era, law enforcement agencies
face severe operational bottlenecks in reporting, triaging, and
processing cybercrime complaints [1]. Current literature spans
machine learning detection architectures, e-FIR lodging portals,
legal framework analyses, and police administrative studies [2, 9].
However, existing research remains highly fragmented: technical
threat-detection systems operate in isolation from legal work-
flows, while policy and legal studies lack actionable automated
implementations [7, 17]. This paper conducts a comprehensive
critical evaluation of 20 seminal and contemporary works cover-
ing Al cybercrime models, blockchain e-FIR platforms, statutory
provisions (IT Act, BNS, DPDP Act), and police operational
reports [1-20]. By systematically identifying methodological limi-
tations, variables, and procedural gaps across existing studies, we
establish the explicit necessity for an integrated, AI-driven Smart
FIR system capable of automated complaint triage, evidence
extraction, legal mapping, and transparent police workflow
integration.

Index Terms—Artificial Intelligence, Cybercrime Detection, e-
FIR System, Bharatiya Nyaya Sanhita (BNS), IT Act, DPDP Act,
Smart FIR, Police Administration.

1. INTRODUCTION

The rapid proliferation of digital infrastructure in India
has led to an exponential increase in cyber-enabled crimes,
ranging from financial fraud and algorithmic exploitation
to deepfakes and advanced persistent threats [6, 15]. Tra-
ditional law enforcement administrative workflows remain
largely manual, reactive, and centralized around paper-based
or basic transactional digital entry systems [2, 9]. The First
Information Report (FIR) registration step represents a critical
operational bottleneck in the Indian criminal justice pipeline
[12, 13]. Delayed intake, improper legal section mapping, and
lack of digital evidence verification frequently impede swift
investigation [15, 17].

While recent literature explores individual dimensions of
this challenge—such as hybrid deep learning for network in-
trusions, blockchain for immutable FIR storage, and doctrinal
legal analyses under the Bharativa Nyaya Sanhita (BNS) and

end-to-end operational blueprint [7, 11]. This survey provides
a structured critical evaluation of 20 primary literature entries
to map the current state of research and position our ongoing
Smart FIR project against existing state-of-the-art systems.

II. SYSTEMATIC CRITICAL LITERATURE REVIEW

A. AI-Powered Threat Detection Frameworks

Sharma et al. [1] proposed a conceptual hybrid Al frame-
work integrating CNNs, RNNs, LSTMs, transfer learning,
and federated learning to process structured and unstructured
network data [1]. While strong in theoretical architecture, the
study lacks real-world evaluation in police stations and ignores
citizen complaint workflows, FIR drafting, and computational
constraints of law enforcement infrastructure [1].

Patel and Joshi [4] focused on real-time threat detection via
network logs and user activity monitoring, establishing low
detection latencies [4]. However, their model is strictly oper-
ationalized for enterprise security operations centers (SOCs)
and completely unlinked from evidence preservation, victim
reporting, or legal documentation [4].

Singh and Yadav [19] evaluated hybrid deep learning
models (CNN-LSTM, autoencoders) on benchmark datasets
(NSL-KDD, CICIDS), proving significant accuracy gains [19].
Despite technical robustness, the work does not bridge model
alerts with legal intake or human-understandable victim nar-
ratives [19].

Verma and Tiwari [20] outlined high-level architectural
pipelines for cybercrime prevention combining data mining
and anomaly detection [20]. The framework remains theoreti-
cal without implementation metrics, user-interface considera-
tions, or statutory alignment [20].

B. Policy, Legal, and Institutional Analyses

Mishra and Pandey [2] conducted a qualitative evaluation
of Al adoption in Indian police administration, identifying
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legal-ethical concerns [2]. While mapping the policy ecosys-
tem effectively, the study lacks concrete technical designs or
operational triage mechanisms [2].

Chatterjee and Mukherjee [3] provided a narrative review
of predictive policing and forensic applications in India (e.g.,
Delhi Police facial recognition) [3]. The paper is largely
descriptive, treating FIR generation as a manual background
task without examining automated drafting or cyber-complaint
frontends [3].

Gupta and Bansal [6] examined emerging Al-era offences
(deepfakes, algorithmic fraud) through doctrinal analysis of
Indian law [6]. They identified critical statutory gaps but
omitted system-level mechanisms for citizens or police to log
such incidents [6].

Malhotra and Saxena [7] analyzed legal and criminological
dimensions under privacy and due process requirements [7].
They highlighted ethical risks and called for transparent Al,
validating our project’s inclusion of explainable classification
and immutable audit logs [7].

Kumar and Aggarwal [17] examined statutory responsive-
ness under the IT Act, BNS, and DPDP Act [17]. Their work
provides essential statutory mappings for automated section
selection but lacks direct software tools [17].

Shah and Patel [18] surveyed national Al adoption across
state police forces, observing uneven implementation skewed
toward physical surveillance rather than digital intake work-
flows [18].

C. Digitized, Blockchain, and Smart e-FIR Systems

Patil and Deshmukh [9] presented an early web-based e-FIR
lodging system [9]. Though establishing basic online storage,
the system relies strictly on manual entry without automated
classification, evidence processing, or intelligent triage [9].

Jain and Mehta [10] integrated e-FIR portals with the police
General Diary to improve database synchronization [10]. How-
ever, the system remains transactional and rule-based, missing
predictive capability or automated citizen assistance [10].

Tripathi and Kulkarni [11] implemented an Ethereum-based
Smart FIR system using smart contracts, Flask APIs, and React
[11]. The architecture provides robust data immutability but
lacks Al capabilities for complaint analysis, legal drafting, or
threat intelligence [11].

The Takshashila Policy Team [12] formulated a policy brief
advocating Al-assisted FIR drafting (Speech-to-Text, LLM
drafting, eKYC) [12]. This work aligns conceptually with
our system, but remains a high-level policy document without
a working prototype or cybercrime-specific evidence module
[12].

D. Government Initiatives and Tactical Deployments

The BPR&D Special Issue [13] documented nationwide Al
initiatives in policing, explicitly highlighting a critical gap: the
absence of an integrated pipeline connecting initial complaint
registration to investigation [13].

The INDIAai Team [14] reviewed predictive policing and
spatial hotspot mapping, operating downstream from initial
victim complaint filing [14].

The T4C Research Group [15] analyzed the National Cy-
bercrime Reporting Portal [15]. The report demonstrated cen-
tralized intake but identified significant bottlenecks in manual
triage and state-level re-entry into FIR formats [15].

Patil and Kulkarni [16] evaluated physical surveillance and
automated facial recognition, representing an offline domain
distinct from citizen-facing cyber incident intake [16].

Rao and Reddy [5] proposed an early theoretical prevention
model, illustrating high-level monitoring without specifying
legal registration steps [5].

Iyer and Kulkarni [8] reviewed post-registration investiga-
tive tools (e.g., Vastav.Al), leaving the victim’s initial intake
journey unaddressed [8].

III. COMPARATIVE LITERATURE GAP ANALYSIS

Table I presents a structured synthesis of the reviewed cate-
gories, highlighting key metrics, scope, and specific limitations
relative to our proposed Smart FIR platform.

IV. PROPOSED SYSTEM ARCHITECTURE

Citizen
Narrative Intake
Text Cleaning &
Normalization

Forensic .
. Transformer Triage
‘ Entity ParseL .

Statutory
Legal Engine
Automated
FIR Drafting

SHA-256
Ledger

Fig. 1. Architectural Pipeline of the Smart FIR System.

A. Mathematical Formulation

Let an incoming cybercrime complaint narrative be repre-
sented as a discrete sequence of tokens:

T=(wi,wy...,w,), WwW;EV @))

where V denotes the linguistic vocabulary.
The forensic entity extraction engine defines an explicit

mapping:

E =fox(T) ={(k v) | kK € K, v € Matches(T, R¢)} 2)
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TABLE I
COMPARATIVE LITERATURE MATRIX ACROSS Al CYBERCRIME AND E-FIR RESEARCH DOMAINS

Category Representative Works Methodology / Data Primary Focus Identified Gap / Project Novelty

ML/DL Threat Detec- Sharma et al. [1], Patel &  Quantitative =~ (NSL-KDD, Network intrusion, deep  Operates in enterprise SOCs; lacks

tion Joshi [4], Singh & Yadav  CICIDS, logs) learning accuracy police workflow, legal mapping, or
[19] FIR generation [1, 4, 19].

Policy & Legal Analysis ~ Mishra & Pandey [2], Mal-  Doctrinal legal research,  Statutory gaps (BNS, IT  High-level policy; lacks working

hotra & Saxena [7], Kumar
& Aggarwal [17]

qualitative reviews

Act), ethical governance software architectures, empirical

benchmarks, or victim Uls [2, 7,

17].
Legacy e-FIR Systems Patil & Deshmukh [9], Jain ~ System design, relational = Web digitizing of com-  Basic transactional forms; no Al
& Mehta [10] database models plaints, General Diary sync classification,  digital evidence
parsing, or Smart FIR drafting [9,

10].

Blockchain Storage Tripathi & Kulkarni [11]

Flask, React

Ethereum smart contracts,

Tamper-proof storage, im-
mutability

Excellent data integrity; lacks nat-
ural language triage, legal section
mapping, or threat feeds [11].

Policy Frameworks Takshashila Team [12], Empirical reports, policy National portals (I4C), gen-  Highlights manual triage bottle-
BPR&D Issue [13], 14C  recommendations eral policing Al necks; provides no integrated end-
Report [15] to-end operational software [12,
13, 15].
where K = {URL, IP, UPI, ACC, TXN, PHONE} represents DATA BREACH = "Unauthorized Access & Data Theft"
digital evidentiary artifact categories. 1| edataciass
The conditional classification probability distribution across i: |class Legalstatute:
crime categories C is derived via: ! act: str
15 section: str
16 description: str
P(C =¢j | T) = Softmax(W,-Pooling(Transformer(T))+b) 17 cognizable: bool
(3) 18 bailable: bool
19
The multi-factor severity index S(T) € [0, 10] is modeled » |c1ass rLegalMapper:
as: 21 STATUTES = {
: ( ) 22 "IT_66D": LegalStatute("IT Act 2000", "Sec 66D", "
lo Len + 1 Personation Cheating", True, True),
S(T)=a-min 10 —gm'(—?_l +8 - wc-+y - tanh(|E|) = "BNS 318": LegalStatute ("BNS 2023", "Sec 318(4)", "

OF
where Lgn is total financial loss, w,- is incident classification ,,
weight, and a+ 8 +y = 1.

26
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Fig. 2. Cryptographic Tamper-Evident Hash Chain Architecture.

Each finalized FIR record R; is committed to an immutable 4
block Bi: »
h; = SHA-256 (i || t;| ID; | SHA-256(R)) [|hi=1)  (5) "

V. SYSTEM IMPLEMENTATION ENGINE

The backend application code below provides production- .

ready evidence parsing, BNS/IT Act legal logic, and audit .
integrity verification:
import hashlib, json, re, time 7
from dataclasses import dataclass, field, asdict 3
from enum import Enum 9
from typing import List, Dict, Any 0
I
class IncidentCategory(str, Enum): 2
FINANCIAL FRAUD = "Financial Cyber Fraud / Phishing"
IDENTITY THEFT = "Identity Theft & Impersonation" 4
CYBER_STALKING = "Cyber Stalking & Harassment"

7| class DigitalEvidenceExtractor:

Cheating Property Delivery", True, False),

"IT _66C": LegalStatute("IT Act 2000", "Sec 66C", "
Identity Theft", True, True),
}

@classmethod
def map sections(cls, cat: IncidentCategory, loss:
float) -> List[LegalStatute]:
res = []
if cat == IncidentCategory.FINANCIAL FRAUD:
res.append(cls.STATUTES["IT_ 66D"])
if loss > 0: res.append(cls.STATUTES["BNS_ 318"
1)
elif cat == IncidentCategory.IDENTITY THEFT:
res.append (cls.STATUTES["IT_ 66C"])
return res

PATTERNS = {

"urls": r"https?://["\s]+",
"upi": r"[a-zA-Z0-9.\- ]1+Q@[a-zA-Z]{2,64}",
"phone": r" (?2:\+91)?[6-9]\d{9}"

@classmethod

def extract(cls, text: str) -> Dict[str, List[str]]:
return {k: list(set(re.findall(p, text))) for k, p

in cls.PATTERNS.items ()}

class TamperProofAuditLedger:
def _ init_ (self):
self.chain = []
self. add block(0, "GENESIS", "0"x64, "0"*64)

def add block(self, idx, fir id, p_hash, prev_h):
ts = time.time ()
b_hash = hashlib.sha256 (f"{idx}{ts}{fir_ id}{p_hash
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} {prev_h}".encode ()) .hexdigest ()
self.chain.append ({"idx": idx,
prev": prev h})
return b _hash

"hash": b_hash, "

def record fir(self, fir id: str, data: dict):

p_hash = hashlib.sha256 (json.dumps (data, sort keys=
True) .encode () ) .hexdigest ()

return self. add block(len(self.chain), fir id,
p_hash, self.chain[-1]["hash"])

Listing 1. Core Smart FIR System Engine

VI. DISCUSSION AND SYSTEM ALIGNMENT

The systematic evaluation reveals three primary disconnects
in existing domain research:

1) Technical vs. Operational Isolation: Advanced deep
learning models achieve high detection rates on raw
network logs but do not translate these into structured
forms usable by investigating officers or non-technical
victims [1, 4, 19].

2) Legal vs. Architectural Separation: Statutory analy-
ses accurately identify offences under the IT Act and
Bharatiya Nyaya Sanhita (BNS) but fail to provide
software algorithms for automated legal section mapping
[6,7,17].

3) Static Intake Portals: Existing national e-FIR tools act
as passive data repositories, forcing officers to manually
review, extract evidence, and draft formal FIRs [9, 10,
15].

VII. CONCLUSION

This paper critically evaluated 20 foundational works cover-
ing Al cybercrime detection, policy frameworks, legal analy-
ses, and e-FIR implementations [1-20]. The survey establishes
that while individual domain building blocks exist, current
solutions fail to offer an operational, citizen-to-police pipeline
[12, 13, 15]. The identified gaps provide direct justification
for an integrated Smart FIR system that automates triage,
maps legal statutes accurately, and optimizes law enforcement
response in India [11, 17].
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