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Abstract

The rapid adoption of Mobile Money Payment Systems (MMPS) has increased financial
inclusion, particularly in developing countries such as India, China, Brazil and several African
countries. But the increasing use of digital payment platforms has also resulted in the increasing
of sophisticated fraud attacks such as SMS phishing, account impersonation, transaction
manipulation, and social engineering. The existing fraud detection techniques are largely based on
static machine learning and deep learning models that are not able to adapt to changing fraud
patterns, have limited interpretability and do not utilize unstructured text. In this paper, we have
developed an Adaptive Explainable Multi-Agent Fraud Detection Framework (AEMAF) which
combines LLMs, hybrid machine learning and Explainable Artificial Intelligence (XAI) for the
fraud detection of MMPS. The framework uses smart agents in SMS semantic analysis,
transaction risk assessment, behavioral anomaly detection, device profiling, decision fusion and
explanation generation to identify and assess fraud risk and their corresponding behaviors. A
multimodal feature fusion module combines these heterogeneous data sources to improve
detection accuracy. A feedback system based on an adaptive algorithm continuously updates the
detection model on verified fraud cases to protect from concept drift. SHapley Additive
exPlanations (SHAP) based on LLM natural language explanations allows the fraud detection
system to be transparent and interpretable. The proposed framework will improve fraud detection
accuracy, reduce false positives, improve model adaptability and be more secure and transparent
for mobile financial services.

Keywords: Mobile Money Payment Systems, Fraud Detection, Large Language Models, Explainable
Artificial Intelligence, Multi-Agent Systems, Hybrid Machine Learning, SHAP, Adaptive Learning.

I. Introduction

Digital financial technologies have transformed the global payment ecosystem and Mobile Money
Payment Systems (MMPS) have become one of the most successful financial developments in
recent years. Mobile money platforms are used to make money transfers, bill payments, merchant
purchases and savings without the need for banking infrastructure at all. Their affordability,
accessibility and ease of use have significantly increased financial inclusion in developing
countries especially in regions where traditional banking services are limited [1-2]. As well as
these advantages, the rapid expansion of MMPS has also made it an attractive environment for
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cybercriminals. Fraudsters constantly exploit vulnerabilities through sophisticated attack
techniques such as SMS phishing (smishing), fraudulent authentication requests, identity theft,
SIM swap attacks, account takeover, social engineering, malicious links, fake customer support
messages, and unauthorized transaction manipulation [3-6].

To address these challenges, various fraud detection techniques are proposed with machine
learning (ML), deep learning (DL), and statistical anomaly detection [7-8]. The use of supervised
learning algorithms such as Random Forest, Support Vector Machines, Logistic Regression,
Gradient Boosting, and XGBoost for structured transaction analysis is showing promising results
[9-11]. Recently, deep learning algorithms such as CNNs, LSTM networks, and transformer-
based models were also employed to identify fraud patterns [12-14].

The existing fraud detection systems also face major challenges in terms of interpretability,
adaptability, and multimodal data integration. Most machine learning and deep learning models
are black-box systems that make it difficult for financial institutions and regulatory authorities to
understand the reason behind fraud predictions. Although Explainable Artificial Intelligence (XAI)
techniques such as SHAP and LIME have improved model transparency, they mainly provide
feature-level importance without intuitive explanations for analysts [14]. Recently, BERT,
RoBERTa, and domain-specific financial language models (LLMs) have made great progress in
understanding unstructured textual information such as SMS messages and customer
communications. But they lack integration with structured transaction analytics, adaptive learning,
and explainable fraud detection. Multi-Agent Systems (MAS) offer a distributed and scalable
approach as specialized agents can collaborate to analyze transaction behavior, textual content,
customer profiles, and device information [15-16]. However, adaptive multi-agent architectures
with LLMs and explainable AI for Mobile Money Payment Systems have received lesser attention,
pointing to an important research gap [16-18].

The widespread use of 5G networks has dramatically increased the growth of MMPS with high-
speed connection, low latency, high reliability and extensive device connectivity [19-20]. They
enable real-time digital payment services, mobile banking, Internet of Things (IoT) enabled
financial applications and contactless transactions. But the growing volume and speed of financial
transactions over 5G-enabled mobile networks has also widened the attack surface for
cybercriminals, resulting in more sophisticated fraud such as phishing, account takeover, identity
theft and transaction manipulation. These intelligent, adaptive, and explainable fraud detection
mechanisms are now critical in order to secure next-generation mobile payment ecosystems [21].

To address the current challenges of fraud detection, this paper develops an Adaptive
Explainable Multi-Agent Fraud Detection Framework (AEMAF) that combines semantic analysis
using Large Language Models, hybrid machine learning, explainable AI, and adaptive feedback
mechanisms for secure and intelligent mobile money payment systems.

To address these gaps, we proposed an adaptive Explainable Multi-Agent Fraud Detection
Framework (AEMAF) that combines LLMs, hybrid machine learning, adaptive continual learning,
and Explainable Artificial Intelligence (XAI) for intelligent fraud detection in Mobile Money
Payment Systems. The proposed framework employs multiple specialized agents to process SMS
semantic analysis, transaction risk assessment, behavioral anomaly detection, device profiling,
feature fusion, and decision explanation. Structured transaction data and unstructured textual
information are combined in a multimodal learning framework for fraud detection accuracy. In
addition, an adaptive feedback mechanism enables continuous model updates on newly verified
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fraud cases to improve resilience against concept drift and evolving fraud strategies. SHAP-based
feature attribution is also integrated with LLM-generated natural language explanations to make
fraud decisions interpretable and actionable. The flow diagram of the proposed techniques is
given in Figure 1. The flow diagram of the proposed techniques is given in Figure 1. The
architecture is broken down into 5 core processing stages—from data ingestion to the final
decision output.
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Fig.1 Framework/ architecture of the proposed of Mobile money multimodal fraud detection
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Fig.2 Conceptual diagram of Mobile money multimodal fraud detection architecture
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II. Experimental Setup

The proposed Adaptive Explainable Multi-Agent Fraud Detection Framework (AEMAF) was
implemented in Python with the Scikit-learn, LightGBM, Transformers, and SHAP libraries. The
work was done on a workstation with an Intel Core i7 processor, 32 GB RAM, and an NVIDIA
RTX-series GPU. The performance of our proposed framework was tested with publicly available
fraud detection datasets and the data was divided into training, validation, and testing sets with an
80:10:10 ratio. The performance was evaluated with accuracy, precision, recall, F1-score, ROC-
AUC, Matthews Correlation Coefficient (MCC), False Positive Rate (FPR), and inference time.

III. Results and Discussion

Figure 1 and 2 shows the proposed Adaptive Explainable Multi-Agent Fraud Detection
Framework (AEMAF) for secure Mobile Money Payment Systems which will process structured
transaction data and unstructured SMS or text messages with intelligent agents. The Transaction,
Behaviour, and Device Agents are responsible for the analysis of financial, behavioral and
device-based features, while the LLM Semantic Agent is responsible for the analysis of SMS
content, phishing and semantic fraud detection. These complex features are combined with a
Multimodal Feature Fusion Module and analyzed using a Hybrid Machine Learning Engine
(LightGBM/XGBoost/CatBoost) for the estimation of the fraud probability. The Explainability
Agent uses SHAP to identify key features and the Adaptive Learning Agent continuously updates
the model based on analyst feedback and verified fraud cases in order to deal with concept drift.
Finally, the LLM Explanation Generation Agent generates human-readable fraud justifications
which can be used in order to make fraud decisions transparent, adaptive, and accurate for next-
generation mobile money payment security. The Performance Comparison of Fraud Detection
Models is given in Table 1

Table 1 Performance Comparison of Fraud Detection Models
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Fig. 3 Performance comparison of fraud detection models

Fig. 4 Importance of SHAP features in the AEMAF framework
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Figure 4 shows the importance of SHAP features in the AEMAF framework. The analysis shows
that Transaction Amount is most influential in the fraud prediction, indicating that abnormal
transaction values are the strongest indicator of fraudulent behavior. SMS Risk Score, which is
derived from LLM Semantic Agent, is the second most important feature and explains the
importance of semantic analysis of SMS messages and customer communication. Device
Fingerprint and Transaction Time are also significant features as they detect unauthorized devices
and unusual transactions. The other features such as User Behaviour Score and Location
Consistency are also important in fraud detection by modeling the transaction behavior of the user.
Merchant Category and Transaction Frequency are also relatively low but provide complementary
information. Overall, the feature importance analysis shows that combining structured financial
attributes with LLM-derived semantic features can make the proposed AEMAF framework more
transparent and reliable in making fraud detection decisions.

IV. Conclusion

This paper has presented an adaptive explainable multi-agent fraud detection framework
(AEMAF) to improve fraud detection in Mobile Money payment systems. Its framework
combines LLMs, hybrid machine learning, explainable AI, and adaptive learning to provide an
efficient and robust framework for analyzing structured transaction data and unstructured SMS
data in a unified framework. Through the application of specialized intelligent agents for
transaction analysis, behavioral profiling, device monitoring, semantic SMS understanding,
feature fusion, and decision making, the framework provides a holistic solution to fraud detection.
The hybrid machine learning engine combines multimodal features to enhance fraud classification,
and the SHAP explainability module is transparent in terms of which factors play a role in each
prediction. Moreover, the adaptive learning model is able to update the model and its system to
verify fraud cases and is robust against concept drift as well as evolving cyber attacks. In
comparison, the proposed AEMAF framework achieved superior performance to conventional
machine learning and transformer-based approaches in terms of accuracy, precision, recall, F1-
score, and ROC-AUC. Multimodal learning, explainable AI, and adaptive feedback support the
detection capability and provide interpretable decision support for financial institutions. In
conclusion, the proposed framework is a scalable, intelligent, and transparent solution for next-
generation mobile payment security
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