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Abstract - To address medical insurance fraud, this study developed a Federated Generative Adversarial Network (FGAN) model,
integrating federated learning with GANs. Using the Shenzhen Cup inpatient reimbursement dataset, we performed standardized
preprocessing and evaluated the model against logistic regression, random forest, a standalone GAN, and a baseline federated
learning method. Results indicate that the FGAN model achieved balanced performance, with precision, recall, F1-score, and AUC
reaching 0.927, 0.892, 0.909 and 0.986 respectively. Model performance also improved consistently with more training epochs.
By enabling collaborative modeling across institutions without sharing raw data, FGAN mitigates sample limitations inherent in
isolated federated learning setups. This work demonstrates the effectiveness and practical value of FGAN for detecting and

preventing medical insurance fraud.

Keywords - Federated Learning, Generative Adversarial Networks, Logistic Regression, Random Forest, Healthcare Insurance,
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1. Introduction

As the basic institutional arrangement of our country's
social security system, social medical insurance plays an
irreplaceable role in protecting the health rights and interests of
the whole people. However, with the continuous improvement
of the coverage rate of the system, significant institutional
defects have been exposed during its operation. According to
statistics from the National Health Insurance Administration,
from 2020 to 2024, the supervision of the national health
insurance fund has investigated and dealt with more
than 1.644 million violations of laws and regulations, causing
more than 10 million economic losses per year. There are two
main causes of this phenomenon: first, techno logistic iteration
has spawned a dynamic fraud model based on deep learning,
and the subject of fraud has significantly reduced the detection
accuracy rate of traditional methods through forged medical
documents, fictitious diagnosis and treatment paths, etc.;
Second, there are significant data barriers to medical data
governance, and medical data governance has significant data
barriers. Due to compliance considerations, institutions are

cautious about cross-agency data sharing, which makes it

difficult for anti-fraud systems to build a complete process
covering diagnosis and treatment.

Traditional anti-fraud methods rely on rule engines or
supervised learning, but fraud is highly hidden and data silos
are common, resulting in insufficient detection accuracy. This
paper studies two main models, federated learning and
generative adversarial network. Foreign scholars have made
great progress in the research of the two. Abdul SalamPlet al.'s
research focuses on credit card transaction fraud detection. In
view of the two core challenges of data privacy and category
imbalance, a solution based on federated learning and hybrid
resampling technology is proposed to ensure high accuracy
while reducing computing costs., More suitable for deployment
by financial institutions; Research by Wenyou Duet al.
proposes a WOE coding method under the framework of
vertical federated learning. By constructing an implicit transfer
mechanism of cross-institutional tags, unstructured data tags
are realized under the premise of protecting the privacy of
participants. Numerical conversion of text features. The results
show that the AUC value of this method is increased

by 12.4% in insurance anti-fraud classification tasks compared
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effectiveness of FL integration of multi-source heterogeneous

with  traditional coding, which verifies the
data; Y. Tang and Z. Liullet al. Conducted research on the
detection of credit card transaction fraud, combining
Transformer's time series modeling capabilities with the
privacy protection mechanism of federated learning to break
through the performance bottleneck of traditional models in
data silos and category imbalance scenarios; Ugo Fiore!®let al.
used GAN to train a multilayer perceptron to output simulated
minority samples, and merged these samples with the training
data into an enhanced training set, thereby improving the
effective of the classification. The failure of existing methods
to break through mainly faces two major problems: one is the
issue of privacy protection when operating in concert across
institutions. Centralized methods have strong synergy but weak
privacy. When using a single federated learning, the privacy
protection ability is strong but the learning ability is weak; The
second is that single federated learning faces the problem of
scarce samples, and traditional methods rely on real samples,
and the generation of a single GAN sample lacks cross-
institutional adaptability. These contradictions have led to the
inability of the existing technology to form a high-precision
and compliance medical insurance anti-fraud system.
2. The Construction of federated generation
adversarial network
2.1. Federated Learning
2.1.1. Definition of Federated Learning

Federated learning (FL) is a kind of distributed machine
learning technology. Its core feature is that the original data is
always retained locally by each participant, and the training is
only completed through the encrypted transmission and
aggregation of the intermediate results of the model to achieve
the core goal of data availability and invisibility. The model
performance and data privacy protection requirements of
machine learning. The simplified specific process is: first of all,
multiple participants each hold local data, and the data is
always stored locally and not transmitted outwards. Then the
central server sends the initial model parameters to all
participants. Then each participant trains the model with local
data, and only uploads the trained model parameters to the
central server. Finally, the central server aggregates and
optimizes all the parameters, generates a global model, and
then feeds it back to the participants. Repeat the cycle of “local
training-parameter

upload-global aggregation-model

feedback" until the model achieves optimal results. The

simplified algorithm flow chart is shown in Figure 1.
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Fig.1 Federated Learning Simplified Flow Chart
2.1.2. The algorithm process of federated learning

Show the algorithm flow of federated learning as follows:

Algorithm 1: Federated learning

input: K client data sets {D;, Dy, -+, Dy }, global model
parameter w,, learning rate N, training round T

Output: optimized global model parameter w*

l:for t=1toT

2: The server randomly selects a collection of m clients S
3: for each client k € S; to execute in parallel

: Local update: wl*! « wT —nVF (wh)

4

5: end for
. c Lt DRI\ | t+1

6: Server aggregation: w'"" « X ( 1) Wk

7

: end for

2.2. Generative Adversarial Network

2.2.1. Definition of generator and discriminator

The essence of the generative adversarial network (GAN)
is “adversarial and collaborative training of two models”,
which contains two core components: Generator and
Discriminator. The goal of the generator: To learn the
distribution law of real data and generate “fake data” (such as
simulated fraudulent samples, images, and text) that are as
close to the real data as possible. The goal of the discriminator:
Learn to distinguish whether the input data is “real data” or
“fake data” (generated by the generator). The two are in a
continuous game: the generator is constantly optimized to "fool”
the discriminator, and the discriminator is constantly optimized
to “see through" the false data until a balance is reached, that
is, the discriminator cannot distinguish between the true and
the false data. At this time, the generator can output high-

quality simulation data, and the discriminator has accurate
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Recognition ability. The simplified principle of generating an

adversarial network is shown in Figure 2.

actual value
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Fig. 2 Generative Adversarial Network Simplified Diagram
2.2.2 Adversarial loss function
The optimization goal of GAN is the minimum and

maximum game problem:
minmaxV (D, G) =

Pdata

> logD(l +E,op, [l0g (1-D(6@))] @

X
Among them, the discriminant loss function:

Pdata

Z[logD(x) Z[log(l—D(G(z)))] @)

Generator loss function:

124

Lg = = ) [logD(G(2))] ©)

Z
2.2.3. Generative adversarial network training process
Show the algorithm flow of the generative adversarial

network as follows:

Algorithm 2: Generative adversarial network

input: real data distribution p 44, noise distribution p,
output: trained generator G and discriminator D

1: initialize the parameters of G and D

2: forepoch=1to E

3: for k steps

4: from p, sampling noise {zy,2,,...,2n}
5: generate samples:%; =G (Z;)

6: Paata sample real samples from p data{x;, x,...,x,}
7: update the discriminator:60g < 6d — nVLGq

8: end for

9: Sampling noise from {z;,z,,**, Z;}

10: Update the generator: 6g < 8g —nVLg
11: end for

2.3 Federated Generation Adversarial Network

2.3.1 Definition of FGAN

The federated generated adversarial network (FGAN) is
not simply superimposing two technologies, but enhancing
each other in concert. Tomisin Awosikalllet al. proposed the
deep integration of FL with GAN and XAI technology, GAN
based on the federated architecture can break through the
unique data silos restrictions in the medical field, and allow the
regulatory model to integrate the fraud characteristics of
multiple institutions. At the same time, the embedding of the
XAI module can also meet the traceability needs of ethical
review and regulatory compliance decision-making in medical
scenarios; on the other hand, GAN is used to generate virtual
fraud samples locally in each participant, and synthesize them
by generating synthetic samples. A small number of types of
samples alleviate the problem of uneven categories in health
insurance fraud detection, not only supplementing the scarce
samples of a single organization, but also avoiding the privacy
risks of cross-agency transmission of virtual samples. Finally,
the dual goal of “guaranteed privacy protection and sufficient
data for model training” is achieved. The simplified principle
of federated generated adversarial network is shown in Figure
3.
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Fig. 3 Federated Generative Adversarial Network Simplified Schematic Diagram

2.3.2. FGAN's Algorithm flow

Show the algorithm flow of the federated generative

adversarial network as follows:

Algorithm 3: Federated generative adversarial network

input: K client data {D;,D,..., Dy}, local training round L,

global communication round T

output: global generator G and discriminator D

1: The server initializes the global model G(®, D

2:fort=1toT

3: The server selects the client set S;

4:for each client K € S; execution

5: Download the global model ¢®, D®

6:forl=1toL

7: locally train the GAN model

8: end for

9: upload the model to update VG, AD,

10: end for

11: server aggregation: G**? « FedAvg({G,}), D™V «
FedAvg({D\})

12: end for

3. Data preprocessing and feature index selection

3.1 Data Sources and Characteristics

The data is derived from the 2025 Shenzhen Cup
Mathematical Modeling Competition A submission data. The
research in this paper is mainly aimed at the medical
reimbursement of hospitalized patients. The required data
mainly include age, gender, date of admission, date of
discharge, type of disease, total amount of hospitalization and
reimbursement. By selecting the data required for this study
and processing the targets privately, the following results have
been obtained. For the data, see Table 1:

Table 1. Inpatient Status Data Table (Partial)

ID Age Gender Date Admitted Date Discharged Diagnosis Amount Billed Fraud Type

1 4 Female 2023/5/17 2023/5/20 Cataract Surgery 87417.22 No Fraud

2 87 Male 2024/5/14 2024/5/14 Hypertension 960571.45 Phantom Billing
3 30 Male 2023/2/12 2023/2/22 Migraine 151758.91 No Fraud

4 58 Female 2022/1/14 2022/1/16 Gastroenteritis 127758.53 No Fraud

5 20 Male 2023/11/21 2023/11/22 Pregnancy 48083.36 No Fraud

6 46 Female 2023/6/26 2023/6/26 Routine Check-up 48079.01 No Fraud

7 49 Male 2023/8/24 2023/9/3 Diabetes 30455.05 No Fraud

8 47 Male 2022/5/23 2022/5/23 Pregnancy 175911.71 Wrong Diagnoses
9 99 Female 2022/6/13 2022/6/16 Pregnancy 128200.7 No Fraud
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For follow-up research, simplify the data, replace the check-in

date and discharge date with the hospitalization timel, and

replace the medical insurance reimbursement situation
with 0 — 1, as shown in Table 2:

Table 2. Simplified Inpatient Status Data Table (Partial)

D X1 Xy X3 X4 Xs Y
1 4 Female 4 Cataract Surgery 87417.22 0
2 87 Male 1 Hypertension 960571.45 1
3 30 Male 11 Migraine 151758.91 0
4 58 Female 3 Gastroenteritis 127758.53 0
5 20 Male 2 Pregnancy 48083.36 0
6 46 Female 1 Routine Check-up 48079.01 0
7 49 Male 11 Diabetes 30455.05 0
8 47 Male 1 Pregnancy 175911.71 1
9 99 Female 4 Pregnancy 128200.7 0

10 59 Female 6 Cesarean Section 147453.06 0

The meanings of each variable are: x;: the patient's age; x,:
the patient's gender; x5: the patient's hospitalization time; x,:
the type of disease the patient suffers from; x5: The total
amount of the patient's hospitalization; Y : The patient's
medical insurance reimbursement, the value is 0. It means that
there is no fraud, and a value of 1 means that there is fraud.
3.2. Data Preprocessing
3.2.1. Descriptive statistics

Use Python to perform descriptive statistics on numeric
variables in the data set, the results are shown in Table 3:

Table 3. Descriptive Statistics Table

X1 X3 X5
Count 500.00 500.00 500.00
Mean 48.88 136275.44 593
Std 28.71 124295.67 3.20
Min 3.00 20993.98 1.00
25% 22.75 57607.98 3.75
50% 49.50 118046.57 5.50
75% 71.25 169339.48 8.25
Max 100.00 960571.45 11.00

3.2.2. Handling of outlier values

Outlier values are detected based on the 3o principle and
boxplot analysis. After identification, the mean value of the
data is used instead of a field of data, and the data set is checked
again after processing to ensure that outlier values are properly
processed.
3.2.3. Data standardization

According to the descriptive statistical table in Table 3

above, it can be seen that due to the large order-of-magnitude
difference between different indicators, the distribution of the
data is biased. In order to avoid its impact on subsequent
research, Z-score standardization is used for numerical
characteristics. The standardized formula is as follows:
. _ X - E(X)) -
i 7@ )

Where E (X;) is the mean of the dataand D (X;) is the variance

1'2!”'1p (4)

of the sample.
4. Example analysis

4.1. Experimental Setup

In order to verify the predictive performance of the model,
the user hospitalization data is used as the starting point for the
experiment. After the data is preprocessed, the user data is
imported into three models, namely, logistic regression (LR),
federated generative adversarial network (FGAN), federated
learning (FL), and random forest (RF), and the user data is
imported into three models, such as logistic regression (LR),
federated generative adversarial network (FGAN), federated
learning , and random forest (RF).Predictive analysis of user
data for fraud cases. Finally, the fraud cases predicted by each
model are compared with the real fraud cases, and the accuracy
rate of the model prediction is calculated, so that the advantages
and disadvantages of each model can be tested by comparison.

The simplified experimental flow chart is shown in Figure 4:
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Hospitalization

Fig. 4 Experiment Flow Chart

4.2. Model Comparison

Four models were selected for experiments and the
prediction results were compared. In addition to the main
algorithms studied in this article: federated learning and single
GAN, logistic regression and random forest algorithms were
also selected. The following will briefly introduce logistic
regression and random forest algorithms.
4.2.1. Logistic regression

The logistic regression algorithm is a classic two-way
classification model in the field of machine learning. Although
it is called “regression”, its essence is a probabilistic
classification algorithm. Logistic regression is based on linear
regression and realizes classification tasks by introducing the
nonlinear mapping function Sigmoid. It has the characteristics
of simple model, strong interpretability, and high training
efficiency. Its core idea is: to construct a linear prediction
model based on the eigenvectors, and then Sigmoid map the
linear output to the [0,1] interval through the Sigmoid
function. The output value represents the probability that the
sample belongs to the positive category, and finally the
classification decision is made according to the probability
threshold. The mathematical principle of logistic regression is
mainly divided into the following 4 parts:
1. Introduce the linear prediction part, the mathematical
expression is as follows:

zi=wix;+b (5)
2. Introduce the Sigmoid function, the mathematical formula
is as follows:
1

1+e*
3. With the mapping of the Sigmoid function, the probability

o(z) = (6)

that the sample belongs to the positive class (y; = 1):

1
1+e —(waL-+b)

Yo =P = 1x;w,b) = 0(z) = ()

4.  Probability that the sample belongs to the negative
category (y; = 0):

e—(wai+b )

P(yi=0|xz;w,b)=1—37l=1 (8)

4.2.2. Random forest

The random forest algorithm is a classic algorithm in the
field of integrated learning. It is based on a decision tree as the
basic learner. It is an integrated model composed of multiple
independently trained decision trees. Through the dual
randomness of random sample sampling and random feature
selection, it effectively reduces the risk of overfitting a single
decision tree and significantly improves the model.
Generalization ability and prediction stability. The core idea of
random forest is: put back sampling of the original data set to
generate multiple different sub-data sets; when each decision
tree is trained, some features are randomly selected to build the
optimal split node; the classification task integrates the
prediction results of all decision trees by the majority voting
method, and the regression task integrates by the mean method.
result. The mathematical principle of random forest is mainly
divided into the following 2 steps:
1. Classification task: The random forest consists of M decision
trees, each tree h,,(x) makes a prediction of the input x, and
the final prediction is the result of the majority vote:

. = mode{h (x), hy (x), ..., hy (%)} 9

2. Regression task: Average the predicted values of all trees,

which is the final prediction:

=110, hn(@) (10)

4.3. Forecast Results
4.3.1. Accuracy

Accuracy refers to the proportion of correct predictions
made by a model out of all samples, providing a direct measure
of a model's predictive performance. The calculation formula
is as follows:

TP +TN
Accuracy = oo TN + FP + FN

4.3.2. Fl score

In this paper, the prediction performance of each model is

(11D

evaluated by calculating the F1 score. The F1 score is an
important indicator to evaluate the performance of the
classification model, especially when the data category is
unbalanced. It can reflect the performance of the model more
comprehensively than the accuracy rate. It combines the
accuracy rate and recall rate of the model, and is the reconciled

average of the two. Precision refers to the accuracy of the
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model's prediction results. It indicates how many of all samples
predicted by the model to be positive are really positive. The
calculation formula is as follows:
o TP

Precision = TP FP (12)
The Recall rate refers to the coverage rate of the real situation.
It indicates how many of all true positive samples have been
successfully found by the model. The calculation formula is as
follows:

TP
Recall = TP FN (13)
The formula for calculating the F1 score is as follows:
Precision X Recall

F1=2x 14
Precision + Recall (a4)

Where TP is a true positive, which represents the number of
samples that the model correctly predicts to be positive; TN is
a true negative, which represents the number of samples that
the model correctly predicts to be negative; FP is a false
positive, which represents the number of samples that the
model incorrectly predicts to be positive, which can be
understood as the model Misjudgment, a negative sample is

judged to be a positive class; FN is a false negative, indicating

that the model incorrectly predicts the number of samples of
the negative class, that is, the model missed the sample that
should have been a positive class but was not found. Because
the tuning average is characterized by being very sensitive to
extremes, the F1 score will only be high if both the accuracy
rate and the recall rate are high. This makes the F1 score a very
balanced indicator, suitable for use in scenarios where both
accuracy and recall rates need to be taken into account.
4.3.3. 4UC
AUC refers to the area below the ROC curve, and the
ROC curve is a curve drawn by the true positivity rate (recall
rate) and false positivity rate under different thresholds. AUC
can measure the overall ability of a model to distinguish
between positive and negative categories, especially suitable
for multi-model comparison and thresholds. Uncertain scene.
The formula for calculating the false positive rate is as follows:
FP
FPR = Fp TN (13)
Finally, the comparison of the prediction performance of
each model on the test set is calculated as shown in Table 4

below:

Table 4. Model Prediction Performance Comparison Table

Model Accuracy Precision Recall F1 AUC
LR 0.9400 0.8540 0.9194 0.8855 0.9885
RF 0.9553 0.9601 0.8587 0.9066 0.9876

GAN 0.9643 0.9656 0.8904 0.9265 0.9923
FL 0.9417 0.8601 0.9181 0.8882 0.9885
FGAN 0.9550 0.9272 0.8917 0.9091 0.9863

The table above visually shows the values of each algorithm on
the two key indicators of F1 score and AUC. From the tabular
data, it can be seen that in terms of accuracy, a single GAN
algorithm is the highest and the logistic regression algorithm is
the lowest; in terms of recall, the logistic regression algorithm
is the highest and the random forest algorithm is the lowest; in
terms of F1 score, a single GAN, the algorithm is the highest
and the logistic regression algorithm is the lowest; in AUC, the
single GAN algorithm is the highest and the FGAN algorithm
is the lowest. In summary, the overall performance of a single
GAN is in the leading position, reflecting its comprehensive
advantages in classification tasks.

4.4.4. Analysis of results

In order to more intuitively show the performance
differences of each model, a radar map of the algorithm is

drawn, as shown in Figure 5:
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Fig. 6 F1 Score Variation Line Chart
The radar map of the algorithm analyzes the dimensions
(accuracy rate, accuracy rate, recall rate, F1, AUC), and
compares the equilibrium of the algorithm. The coverage area
and shape of the radar map can reflect the comprehensiveness
of the algorithm. From the figure, it can be seen that a single
GAN may have the most comprehensive performance in
multiple dimensions. In addition, as the training rounds are
increased, the prediction performance of each algorithm will

also change. From this, the F1 score is drawn. See Figure 6.

References:

The F1 score line chart can show the convergence speed and
stability of each algorithm's F1 score during the training
process. By analyzing the line chart, it can be concluded that
under low training rounds of FGAN, the F1 score is always
difficult to reach a stable state, and it is significantly lower
than 0.8 . As the training rounds exceed 10 times, the F1 score
of FGAN gradually tends to stabilize, showing a trend of
surpassing other algorithms. FGAN achieved a significant
increase in F1 scores in a very small number of training rounds,
which reflects the high learning efficiency of the FGAN
algorithm. For computing resource or time-sensitive
application scenarios, this fast convergence feature is very
valuable, which means that core performance can be obtained
with less training cost.
5. Conclusion

By combining the distributed sample generation
technology with cross-agency collaboration, the Federated
Generation Adversarial Network (FGAN) has successfully
resolved the three problems of data isolation, sample
acquisition and privacy in the health insurance anti-fraud. The
anti-fraud system based on the federated generated network has
greatly enhanced the fraud detection rate, achieving an
accuracy rate of up to 95.5%, and has successfully identified a
number of cross-agency collaborative fraud protection cases.
With the actual use of the FGAN algorithm, its prediction
performance will improve, and FGAN can achieve the
expected prediction accuracy with very little training, greatly
reducing the actual cost of use. Putting FGAN into actual use
is expected to save millions of yuan in health insurance funds,
which verifies the feasibility of its technology and its huge
social value.
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