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Abstract
The growth of social media platforms has greatly increased the use of influencer marketing as an important strategy for brand
promotion. However, the increasing presence of fake followers, automated bots, and manipulated engagement has made it difficult to
accurately assess the authenticity of influencers. This creates serious challenges for brands when selecting trustworthy influencers for
collaborations.
To address this issue, this study proposes an Influencer Authenticity Analyzer that uses Machine Learning and Natural Language
Processing (NLP) techniques to evaluate influencer credibility. The system analyzes numerical data such as follower count, likes, and
comments, along with textual data including captions and user interactions. NLP techniques such as sentiment analysis and keyword
extraction are used to understand content quality, while engagement metrics help identify unusual or suspicious patterns.
In addition, the system includes features such as fake follower detection, fake comment identification, and influencer comparison,
providing a more complete evaluation. The results are presented through an interactive dashboard with graphical visualizations,
making it easier for users to interpret the findings. The system generates an authenticity score along with a classification result,
helping users distinguish between genuine and fake influencers.
Overall, the proposed approach offers a practical and effective solution for improving transparency in influencer marketing and
supporting data-driven decision-making.
Keywords
Influencer Authenticity, Machine Learning, Natural Language Processing, Sentiment Analysis, Fake Followers Detection,
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1. Introduction
In recent times, the rapid-fire advancement of digital
technologies has significantly converted the way businesses
communicate with their cult. Social media platforms similar as
Instagram, Twitter, and others have come central to
ultramodern marketing strategies. Among colourful digital
marketing ways, influencer marketing has surfaced as one of
the most effective approaches for reaching targeted cult and
erecting brand trust. Influencers, who are individualities with
a strong online presence and a large follower base, have the
capability to shape opinions, influence purchasing opinions,
and produce meaningful engagement with druggies.
still, with the adding fashionability of influencer marketing,
several challenges have also surfaced. One of the most critical
issues is the growing presence of fake influencers and
manipulated engagement. numerous influencers instinctively
increase their follower count through bought followers or
automated bots. also, engagement criteria similar as likes,
commentary, and shares can be generated using automated
tools, creating a false print of fashionability and influence.
This not only reduces the trustability of influencer marketing
but also leads to fiscal losses for brands that invest in
collaborations without vindicating authenticity.
Traditional styles of assessing influencers frequently
calculate on introductory criteria similar as follower count
or engagement rate. While these criteria give some position
of sapience, they're no longer sufficient in relating genuine
influencers. A high follower count doesn't inescapably
indicate credibility, and engagement rates can be fluently
manipulated. thus, there's a strong need for more advanced
and intelligent systems that can dissect multiple aspects of
influencer exertion to determine authenticity directly.
Artificial Intelligence (AI) and data wisdom ways offer
promising results to this problem. Machine Learning
algorithms are able of assaying large datasets and relating

patterns that aren't fluently visible through homemade
analysis. At the same time, Natural Language Processing
(NLP) enables systems to understand and interpret textual
data similar as captions, commentary, and stoner relations. By
combining these technologies, it becomes possible to estimate
both the quantitative and qualitative aspects of influencer
exertion.
The proposed Influencer Authenticity Analyzer is developed
to address these challenges by furnishing a comprehensive
and data- driven result. The system analyzes numerical data
similar as follower count, likes, and commentary, along with
textual content using NLP ways like sentiment analysis and
keyword discovery. It also incorporates features similar as
fake follower discovery, fake comment identification,
engagement rate computation, and influencer comparison.
These features work together to give a detailed assessment of
influencer authenticity.
In addition to logical capabilities, the system includes an
interactive dashboard that presents results in a visual format
using graphs and maps. This makes it easier for druggies to
interpret the data and make informed opinions. The system is
designed to be stoner-friendly and practical, making it
suitable for real- world operations in digital marketing and
brand operation.
Overall, this exploration aims to develop a dependable and
effective system that can directly estimate influencer
authenticity using advanced technologies. By integrating
Machine literacy, Natural Language Processing, and
engagement analysis, the proposed system provides a more
comprehensive approach compared to traditional styles. This
not only enhances translucency in influencer marketing but
also supports better decision- making for brands and
marketers, icing that collaborations are grounded on genuine
influence rather than misleading criteria.
2. Literature Review
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The rapid expansion of social media platforms has created
new opportunities for communication, marketing, and brand
development. However, it has also introduced challenges
related to authenticity and trust. As influencer marketing
continues to grow, researchers have increasingly focused on
developing methods to analyze user behavior, detect fake
accounts, and evaluate influencer credibility. Various
approaches based on Machine Learning, Natural Language
Processing (NLP), and data analytics have been proposed to
address these issues, each with its own advantages and
limitations.
In the early stages of research, rule-based systems were
commonly used to detect fake accounts and suspicious
activities on social media platforms. These systems relied on
predefined conditions such as sudden increases in follower
count, low engagement rates, or repetitive posting behavior.
Although these methods were simple and easy to implement,
they lacked flexibility and adaptability. As social media
platforms evolved, fake account strategies also became more
advanced, making rule-based systems less effective in
identifying complex patterns of fraudulent behavior.
To overcome these limitations, researchers began adopting
Machine Learning techniques for detecting fake accounts and
analyzing influencer data. Classification algorithms such as
Logistic Regression, Decision Trees, Support Vector Machines,
and Naive Bayes have been widely used to identify anomalies
in user behavior. These models are capable of learning
patterns from historical data and making predictions based on
extracted features. For example, features such as follower-to-
following ratio, account activity, posting frequency, and
interaction levels have been used to distinguish between
genuine users and fake accounts. While Machine Learning
approaches offer improved accuracy compared to rule-based
systems, they often rely heavily on numerical data and may
overlook the importance of textual content.
At the same time, Natural Language Processing has gained
significant attention for analyzing textual data generated on
social media platforms. NLP techniques such as tokenization,
stop-word removal, and sentiment analysis enable systems to
process and interpret human language effectively. Sentiment
analysis, in particular, has been widely used to understand the
emotional tone of captions, comments, and posts. This helps in
identifying whether audience interactions are meaningful or
artificially generated. For instance, repetitive or overly
positive comments may indicate bot activity rather than
genuine engagement. However, many NLP-based systems
primarily focus on text classification and do not incorporate
engagement metrics or behavioral patterns, which limits their
overall effectiveness.
Another important area of research involves the detection of
social media bots and fake engagement. Bots are automated
accounts designed to mimic human behavior and artificially
increase likes, comments, and shares. Researchers have
developed various techniques to identify such accounts by
analyzing activity patterns, including posting intervals,
duplicate comments, and lack of interaction diversity. Some
studies have also explored network-based approaches, where
relationships between users are analyzed to detect clusters of
fake accounts. Although these methods are effective in
identifying automated behavior, they often require large
datasets and complex computational resources, making them
less suitable for lightweight and real-time applications.

Engagement analysis has also been widely studied as a
measure of influencer effectiveness. Engagement rate,
calculated using metrics such as likes, comments, and follower
count, is commonly used to evaluate how actively an audience
interacts with an influencer’s content. While this metric
provides useful insights, it is not always a reliable indicator of
authenticity. Influencers can artificially boost engagement
through paid promotions or automated tools, which can lead
to misleading conclusions if engagement metrics are
considered in isolation.
Recent studies suggest that combining multiple analytical
approaches can significantly improve the accuracy of
detection systems. Hybrid models that integrate Machine
Learning, Natural Language Processing, and behavioral
analysis have shown promising results in identifying fake
accounts and evaluating influencer authenticity. By analyzing
both numerical data and textual content, these systems provide
a more comprehensive understanding of user behavior.
3. Proposed System
The proposed Influencer Authenticity Analyzer is designed as
amulti-functional and interactive system that evaluates the
credibility of social media influencers using a combination of
Machine Learning, Natural Language Processing, and
engagement- grounded analytics. Unlike traditional systems
that calculate on a single type of analysis, this system
integrates multiple modules to give a comprehensive and
accurate assessment of influencer authenticity.
The armature of the system is modular in nature, allowing
different logical factors to work singly as well as
collaboratively. Each module focuses on a specific aspect of
influencer evaluation, similar as content analysis, engagement
dimension, or behavioral pattern discovery. The following
subsections describe each point of the proposed system in
detail.
3.1 Single Influencer Analysis
The Single Influencer Analysis module is designed to evaluate
the authenticity of an individual influencer based on user-
provided data. In this module, the user inputs key parameters
such as follower count, number of likes, number of comments,
and textual content (captions or posts).
Once the data is provided, the system processes both
numerical and textual information. Machine Learning models
are applied to classify the influencer as genuine or potentially
fake, while Natural Language Processing (NLP) techniques
analyze the sentiment and quality of the textual content. The
module generates an authenticity score along with visual
outputs such as charts and graphs.
This feature is particularly useful for the quick evaluation of a
single influencer before making collaboration decisions.
3.2 Multiple Influencer Comparison
The Multiple Influencer Comparison module allows users to
analyze and compare multiple influencers simultaneously.
This feature is especially useful for brands and marketers who
need to select the most suitable influencer from a group of
candidates.
In this module, the system collects data for multiple
influencers and evaluates them using the same set of
parameters. The results are presented in a comparative format,
typically using bar charts or other graphical representations.
Metrics such as engagement rate, authenticity score, and
sentiment analysis are displayed side by side, enabling users
to identify the best-performing influencer.
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This comparative analysis improves decision-making by
providing a clear overview of the strengths and weaknesses of
different influencers.
3.3 Fake Followers Detection
The Fake Followers Detection module focuses on identifying
suspicious follower patterns that may indicate artificially
inflated audience size. Many influencers purchase followers to
appear more popular, but these followers often show
abnormal behavior such as low interaction or inactive
accounts.
This module analyzes patterns such as follower-to-
engagement ratio, sudden spikes in follower growth, and
inconsistencies in interaction levels. Machine Learning
techniques are used to detect anomalies in these patterns. By
identifying fake followers, the system ensures that the
influencer’s reach is genuine and not misleading. This feature
is crucial for brands aiming to invest in authentic audience
engagement rather than inflated numbers.
3.4 Fake Comment Detection
The Fake Followers Detection module focuses on identifying
suspicious follower patterns that may indicate artificially
inflated audience size. Many influencers purchase followers to
appear more popular, but these followers often exhibit
abnormal behavior such as low interaction levels or inactive
accounts.
This module analyzes patterns such as the follower-to-
engagement ratio, sudden spikes in follower growth, and
inconsistencies in interaction levels. Machine Learning
techniques are used to detect anomalies within these patterns.
By identifying fake followers, the system ensures that the
influencer’s reach is genuine and not misleading.
This feature is crucial for brands that aim to invest in
authentic audience engagement rather than relying on inflated
numbers.
3.5 Engagement Rate Calculation
Engagement rate is one of the most important indicators of an
influencer’s effectiveness. The Engagement Rate Calculation
module measures the level of audience interaction based on
key metrics such as likes, comments, and follower count.
The system calculates the engagement rate using standard

formulas and evaluates whether the level of interaction is
consistent with the size of the audience. A high number of
followers combined with low engagement may indicate the
presence of fake followers, while consistent engagement
suggests a genuine and active audience.
This module provides both numerical results and graphical
visualizations, helping users easily interpret the influencer’s
performance.
3.6 Search by Username
The Search by Username module enhances the usability of the
system by allowing users to retrieve influencer data using
their social media username. Instead of manually entering all
parameters, users can simply input a username to access
relevant information.
This module can be integrated with datasets or APIs to fetch
influencer details automatically. It simplifies the data input
process and reduces the chances of manual errors. By
providing quick access to influencer data, this feature
improves the overall efficiency and user experience of the
system.
3.7 Dashboard Visualization
The Dashboard Visualization module is responsible for
presenting the analysis results in an interactive and user-
friendly format. Instead of displaying raw data, the system
uses charts, graphs, and visual indicators to communicate
insights effectively.
The dashboard includes features such as:

 Bar charts for comparison

 Pie charts for engagement distribution

 Line graphs for trend analysis

 Score indicators for authenticity

This module plays a crucial role in making the system
accessible to non-technical users. It allows users to quickly
understand the results and make informed decisions based on
visual insights.

Figure 1:Dashboard Visualization
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3.8 System Integration and Workflow
All the modules are integrated into a unified system that
follows a structured workflow. The process begins with data
input, followed by preprocessing, feature extraction, and
analysis using Machine Learning and Natural Language
Processing (NLP) techniques. The results from different
modules are then combined to generate a final authenticity

score along with the classification output.
The modular design ensures flexibility, scalability, and ease of
maintenance. Each component contributes to a specific aspect
of the analysis, and together they provide a comprehensive
evaluation of influencer authenticity.

Figure 2: System Integration and Workflow

4. Methodology
The proposed Influencer Authenticity Analyzer follows a
structured approach to estimate the credibility of social media
influencers using Machine Learning and Natural Language
Processing (NLP) ways. The system processes data in several
stages, including data collection, preprocessing, point birth,
model analysis, and affair generation.

The process begins with collecting influencer- related data
similar as follower count, likes, commentary, and textual
content like captions. This combination of numerical and
textual data allows the system to dissect both engagement
patterns and happy quality. Since social media data is
frequently unshaped, it's first gutted and organized during the
preprocessing stage. gratuitous symbols, missing values, and
inapplicable information are removed, while textual data is
simplified using ways similar as tokenization and stop- word
junking.

In the point birth stage, important attributes are deduced
from the reused data. Numerical features include engagement-
related criteria similar as likes, commentary, and
engagement rate, while textual features include sentiment
score and keyword patterns attained using NLP. These
features help in relating behavioral trends and detecting
unusual or artificial exertion.

The uprooted features are also anatomized using Machine

literacy models similar as Logistic Retrogression and Naive
Bayes. These models classify influencers as genuine or fake by
relating patterns in the data. The combination of numerical
and textual analysis improves the delicacy of prognostications
compared to single- system approaches.

Eventually, the system generates results in the form of an
authenticity score and bracket affair. fresh perceptivity similar
as sentiment analysis and engagement riteria are also handed.
These results are displayed through a graphical dashboard,
making it easier for druggies to understand and interpret the
findings.

Overall, the methodology integrates Machine literacy and
NLP into a unified frame, enabling accurate and effective
evaluation of influencer authenticity.

5. System Architecture
The system architecture of the Influencer Authenticity
Analyzer is designed using a modular and scalable approach
to ensure efficient processing, analysis, and presentation of
influencer data. The architecture is composed of several
interconnected components, each responsible for a specific
function in the overall workflow. This structured design
improves flexibility, maintainability, and ease of future
enhancements.

The process begins with the input module, which collects
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relevant influencer data. This includes numerical information
such as follower count, likes, and comments, as well as textual
content like captions and user comments. The system allows
users to manually input data or retrieve it from available
datasets, making it adaptable to different use cases.

The collected textual data is then processed in the NLP
(Natural Language Processing) module. In this stage, various
techniques such as sentiment analysis and keyword detection
are applied to understand the nature and quality of the content.
Sentiment analysis helps determine whether the text reflects
positive, negative, or neutral emotions, while keyword
analysis identifies promotional or repetitive patterns that may
indicate non-genuine behavior.

Following this, the feature extraction module transforms both
numerical and textual data into structured features. These
features include engagement rates, comment ratios, sentiment
scores, keyword frequencies, and other derived metrics. This
step is crucial because it converts raw data into meaningful
inputs that can be effectively utilized by machine learning
models.

The extracted features are then passed to the machine
learning model, which serves as the core analytical

component of the system. The model classifies influencers
based on authenticity by identifying patterns in the data. It
predicts whether an influencer is genuine or suspicious and
contributes to the calculation of an overall authenticity score.
The use of machine learning improves the system’s ability to
adapt and make accurate predictions over time.

Finally, the results are displayed through the visualization
dashboard, which provides an interactive interface for users.
The dashboard presents outputs such as authenticity scores,
engagement insights, sentiment results, and comparisons
using graphs and charts. This visual representation makes the
results easy to interpret, even for non-technical users, and
supports better decision-making.

The entire system is implemented using Python, leveraging
libraries such as NLTK or TextBlob for NLP tasks and scikit-
learn for machine learning. The frontend interface is
developed using Streamlit, which enables the creation of a
dynamic, user-friendly, and interactive web application.

Overall, the architecture ensures a smooth flow of data from
input to output, while maintaining high efficiency and
scalability. Each module plays a vital role in delivering a
comprehensive and reliable analysis of influencer authenticity.

Fig. 3 Influencer Authenticity Analyzer System Architecture

Authenticity System Architecture
Table1.Comparison with Past Research Paper

S.
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Detectio
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ML
(2020)
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c
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Detect
fake
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Only
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Uses text
+
engagem
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2 Instagra
m Bot
Detectio
n (2021)

Rando
m
forest

Bot
activity
detection

No
content
analysis
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NLP for
caption
&
comment
s

3 Social
Media
Fraud
Detectio
n (2021)

Rule-
based
system

Fraud
identificat
ion
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accuracy,
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intellige
nt
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4 Engage
ment Bot
Detectio
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s
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likes/com
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scoring
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m
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5 Fake
Followe
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Detect
inactive
users
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https://www.ijcsejournal.org/


International Journal of Computer Science Engineering Techniques (IJCSE) Volume 10 Issue 3 ,May-June 2026

ISSN : 2455-135X © 2025 International Scientific and Academic Research (ISAR) Publisher

ISSN: 2455-135X https://www.ijcsejournal.org/ Page 18

6 NLP-
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t
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Naive
Bayes
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s
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ent

7

Deep
Learni
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Fake
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n
performa
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n
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Media
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Analysis
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NLP
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ent)
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opinion
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sentiment
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n System
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detection
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real-time
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ve real-
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6. Results and Discussion
The proposed Influencer Authenticity Analyzer demonstrates
strong performance in evaluating influencer credibility by
combining engagement-based metrics with textual analysis.
The system generates multiple outputs, including an
authenticity score, sentiment analysis results, and detailed
engagement insights. Among these, the authenticity score
serves as a key indicator, providing a clear and quantitative
measure of how reliable or genuine an influencer appears. At
the same time, sentiment analysis helps in understanding the
nature of audience interaction, whether it is positive, neutral,
or negative, which further strengthens the evaluation process.

The experimental results indicate that the system achieves an
approximate accuracy of around 90%, showing its
effectiveness in distinguishing between genuine and
potentially fake influencers. This level of accuracy is achieved
due to the integration of Machine Learning models with
Natural Language Processing techniques. While the machine
learning component handles classification based on structured
data, NLP enhances the system’s ability to interpret textual
content such as captions and comments, leading to more

informed predictions.

Another important aspect of the system is the use of data
visualization. The graphical representation of results,
including charts and performance indicators, improves the
interpretability of the output. Users can easily understand
trends, compare multiple influencers, and make decisions
without needing deep technical knowledge. This makes the
system highly practical for real-world applications, especially
in marketing and brand collaboration scenarios.

The results also highlight that a multi-factor analysis
approach is significantly more reliable than traditional
methods that rely on a single parameter. By combining
engagement metrics (likes, comments, ratios) with textual
features (sentiment, keyword patterns), the system captures a
broader picture of influencer behaviour. This reduces the
chances of misclassification and improves overall reliability.

Furthermore, the system successfully identifies irregular
patterns such as low engagement despite high follower count,
excessive promotional content, and repetitive or spam-like
comments. These indicators are critical in detecting fake
influencers or accounts with artificially inflated engagement.

In conclusion, the results confirm that the proposed system is
both effective and practical. It not only provides accurate
predictions but also delivers meaningful insights that can
assist users in making informed decisions. The combination of
Machine Learning, NLP, and visualization techniques ensures
that the system is comprehensive, interpretable, and suitable
for real-world deployment.

7. Applications
The Influencer Authenticity Analyzer can be applied in
multiple real-world scenarios, especially in digital marketing
and social media analysis. Its practical uses include:

 Influencer Marketing Platforms

o Helps platforms verify the authenticity of
influencers before listing them

o Ensures brands connect only with genuine
influencers

 Digital Marketing Agencies

o Assists in selecting the most suitable
influencers for campaigns

o Provides data-driven insights for better
campaign planning

 Brand Collaboration Systems

o Enables companies to compare multiple
influencers efficiently

o Supports informed decision-making based
on authenticity and engagement

 Social Media Fraud Detection

o Identifies fake followers and bot-generated
comments
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o Helps reduce fraudulent activities on social
platforms

 Business Intelligence & Analytics Tools

o Provides insights into audience behavior
and engagement trends

o Supports strategic planning for marketing
and promotions

 Content Performance Analysis

o Evaluates how users interact with influencer
content

o Helps improve content quality and audience
targeting

8. Future Scope
The system can be further enhanced by incorporating
advanced technologies and features to improve performance
and usability. Some potential future developments include:

 Real-Time API Integration

o Connect with live social media platforms for
real-time data analysis

o Provide up-to-date insights instead of static
results

 Advanced NLP Models (e.g., BERT)

o Improve text understanding by capturing
deeper context and meaning

o Enhance accuracy of sentiment and
comment analysis

 Mobile Application Development

o Make the system accessible on smartphones
and tablets

o Improve user experience and convenience

 AI-Based Recommendation System

o Suggest the most suitable influencers for
specific campaigns

o Automate influencer selection based on data
insights

 Multilingual Support

o Analyze content in multiple languages

o Expand usability across global platforms

 Real-Time Monitoring Dashboard

o Track influencer performance continuously

o Provide alerts for suspicious activity

 Integration with Image & Video Analysis

o Analyze visual content authenticity

o Enhance overall influencer evaluation

 Scalability for Large Data

o Handle large datasets efficiently using cloud
technologies

o Improve system performance for enterprise-
level use

9. Conclusion
The Influencer Authenticity Analyzer provides a robust and
well-structured approach to evaluating the credibility of social
media influencers by leveraging the power of Machine
Learning and Natural Language Processing (NLP). Unlike
traditional methods that rely solely on basic metrics such as
follower count or likes, the proposed system adopts a multi-
dimensional analysis framework. It combines numerical
engagement indicators with textual content evaluation to
deliver a more balanced and accurate understanding of
influencer behavior.

One of the key strengths of the system lies in its ability to
analyze both quantitative and qualitative aspects of influencer
activity. Engagement metrics such as likes, comments, and
follower ratios are processed using mathematical models,
while textual data from captions and comments is examined
using NLP techniques like sentiment analysis and keyword
detection. This dual approach enables the system to identify
patterns that may indicate fake engagement, automated
interactions, or overly promotional content.

In addition, the inclusion of advanced features such as fake
follower detection, spam comment identification, engagement
consistency analysis, and wastage evaluation significantly
enhances the depth of analysis. These components work
together to generate a comprehensive authenticity score,
which provides a clear and interpretable measure of
influencer reliability. The use of a weighted scoring system
ensures that multiple factors are considered, reducing the
chances of misleading results.

The system is further strengthened by its interactive and user-
friendly dashboard, developed using modern web technologies.
This interface allows users to easily input data, visualize
results, and interpret insights through graphical
representations. Such accessibility makes the system suitable
not only for researchers but also for marketing professionals,
brands, and agencies who require quick and reliable decision-
making tools.

From a practical perspective, the proposed solution addresses
several challenges faced in the field of influencer marketing. It
helps brands avoid collaborations with fake or low-quality
influencers, thereby reducing financial risks and improving
campaign effectiveness. At the same time, it promotes
transparency and accountability within the digital marketing
ecosystem.

Overall, this project highlights the significant potential of
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integrating data science, machine learning, and NLP
techniques to solve real-world problems. The Influencer
Authenticity Analyzer serves as a scalable and adaptable
framework that can be further enhanced with real-time data

integration, advanced deep learning models, and platform-
specific APIs. With such improvements, the system can evolve
into a comprehensive industry-level solution for influencer
verification and digital trust assessment.
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