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Abstract - In the era of digital transformation, ensuring the security of stored data has become increasingly challenging due
to the rise in sophisticated cyber threats. This paper introduces an intelligent file storage framework that combines
encryption techniques, blockchain-based access control, and artificial intelligence-driven anomaly detection to enhance data
security. The proposed system encrypts files before storage, ensuring confidentiality, while blockchain mechanisms are used
to validate ownership and control access in a decentralized manner. Additionally, a real-time risk assessment engine
continuously monitors user behavior to identify suspicious activities. Upon detecting anomalies, the system initiates
automated defensive actions such as access denial, IP blocking, file quarantine, and alert notifications. A centralized
dashboard is also provided to visualize system activity and threat levels. The experimental outcomes indicate that the
proposed framework significantly improves protection against unauthorized access and cyber attacks, making it suitable for

modern secure storage environments.
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1. Introduction

The rapid adoption of cloud-based storage systems has
increased the need for robust data security mechanisms.
Traditional storage solutions primarily rely on static
authentication methods, which are insufficient against
modern cyber threats such as unauthorized access, brute
force attacks, and data tampering.

To address these limitations, there is a growing interest
in integrating advanced technologies such as blockchain and
artificial intelligence into security frameworks. Blockchain
enables decentralized and tamper-resistant access control,
while Al techniques can analyse user behaviour patterns and
detect anomalies in real time.

This paper presents a secure file storage framework that
integrates encryption, blockchain-based verification, and
Al-driven intrusion detection. The system follows a Zero
Trust approach, where every access request is validated
regardless of its origin. By combining multiple layers of
security, the proposed solution aims to provide a resilient
and adaptive defense mechanism for protecting sensitive
data.

2. Proposed System
2.1. File Encryption Module
All uploaded files are encrypted before being

stored in the system. This ensures that even if unauthorized
access occurs, the data remains protected and unreadable

2.2. Blockchain — Based Access Control

Each file is associated with a unique owner identity,
verified through a blockchain mechanism. Access requests
are validated against stored ownership data, preventing
unauthorized users from retrieving files.

2.3. Anomaly Detection Engine

An Al-based module continuously monitors user
behaviour, including access frequency and failed attempts.
If abnormal patterns are detected, the system flags the
activity as suspicious.

2.4. Risk Assessment Mechanism

A dynamic risk score is calculated for each user
based on behavioural factors. This score determines the
level of threat and triggers appropriate security actions.

2.5. Automated Response System
Depending on the severity of the detected threat, the
system performs actions such as:

e Blocking suspicious IP addresses
o Moving compromised files to quarantine
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o Deleting files under extreme risk conditions

3. System Architecture

The system follows a structured workflow where users
first authenticate using a secure login mechanism. Uploaded
files are encrypted and stored securely. During download
requests, blockchain verification and anomaly detection are
performed before granting access. The risk engine evaluates
each request and determines whether to allow, block, or
escalate the action.
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Fig. 1. Secure File Management System Architecture Flow
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4. Implementation

The system is implemented using Python with the Flask
framework for backend development. JWT-based
authentication is used to manage secure user sessions. The
blockchain component is implemented through a custom
verification module that validates file ownership. The user
interface is developed using HTML and CSS.

5. Results and Analysis
The proposed system was tested under various
scenarios, including normal usage and simulated attack
conditions. The results demonstrate that:
e Unauthorized access attempts were successfully
detected and blocked
e Suspicious activities were identified within a short
time frame
e Risk-based actions effectively prevented potential
data breaches
e Real-time alerts enabled quick response to security
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Overall, the system showed improved resilience compared
to traditional storage methods, particularly in detecting and
mitigating cyber attacks.

6. Conclusion

This paper presents a secure and intelligent file storage
framework that integrates encryption, blockchain, and Al-
based anomaly detection. The system provides multiple
layers of security, ensuring data protection against
unauthorized access and malicious activities. By
incorporating real-time monitoring and automated response
mechanisms, the proposed solution enhances both security
and system reliability. The approach demonstrates strong
potential for application in modern cloud storage and
enterprise security systems.

7. Future Work

Future improvements may include:

e Integration of advanced machine learning models
for better prediction accuracy

e Implementation of multi-factor authentication

mechanisms
e Deployment on cloud platforms for scalability
e Real-time geolocation-based attack visualization

e Expansion to multi-user

environments

enterprise-level
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