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Abstract: The rapid digitization of healthcare systems has created unprecedented volumes of
sensitive medical data, highlighting the need for secure, scalable, and efficient data
management solutions. Traditional centralized healthcare infrastructures are vulnerable to
cyberattacks, latency, and compliance challenges, limiting their effectiveness. This research
paper proposes a decentralized edge-assisted blockchain framework that integrates
IoTenabled medical devices, edge computing, and blockchain technology to address these
limitations. The framework ensures real-time data processing at the edge, immutability and
transparency via blockchain, and role-based access control for regulatory compliance.
Performance evaluation demonstrates significant improvements in data security, latency,
scalability, and auditability compared to conventional centralized systems. The proposed
architecture provides a practical solution for hospitals, clinics, and remote telemedicine
applications, while also offering the flexibility to incorporate AI-driven analytics and
federated learning in future expansions. This research lays the foundation for next-generation
healthcare data ecosystems that are secure, efficient, and privacy-preserving.
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1. Introduction

The healthcare sector is witnessing a rapid digital transformation fueled by IoT devices,
electronic health records (EHRs), and wearable technologies, which collectively generate vast
volumes of sensitive medical data. However, traditional centralized healthcare systems face
multiple challenges such as latency, security risks, lack of transparency, and vulnerability to
cyberattacks [1]. These limitations make it increasingly difficult to manage sensitive health
data while meeting the stringent requirements of privacy regulations such as HIPAA and
GDPR [11],[12].

Emerging technologies such as blockchain and edge computing offer promising solutions to
these challenges. Blockchain provides an immutable, transparent, and tamper-proof ledger for
recording healthcare transactions [3], while edge computing reduces latency by bringing data
processing closer to the data source [4]. The integration of these technologies enables secure,
scalable, and efficient healthcare data management systems [5].

This research proposes a decentralized edge-assisted blockchain framework that ensures
secure healthcare data management while enabling efficient data processing and retrieval.
The framework integrates IoT-enabled medical devices, edge nodes for pre-processing, and
blockchain for secure storage and controlled access.
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The overall workflow of the proposed decentralized edge-assisted blockchain framework is
summarized in Table 1, providing a high-level view that sets the foundation for the detailed
methodology discussed in the next section.

Table 1. High-Level Workflow of the Proposed Healthcare Data Management Framework
Stage Description Key Benefit

Data Collection Medical IoT devices, EHRs, and
wearables capture raw health data

Real-time data acquisition

Edge Processing Local filtering, encryption, and
prioritization at edge nodes

Reduced latency and
enhanced data quality

Blockchain
Transaction

Data converted into blockchain
transactions with hashing

Secure and tamper-proof
storage

Smart Contracts Automated access control for
authorized entities

Privacy-preserving data
sharing

Retrieval &
Auditing

Authorized access with complete
traceability

Transparency, compliance,
and accountability

2. Method

The proposed methodology is structured into three main layers: data acquisition, edge-layer
processing, and blockchain integration. Together, these layers enable secure, efficient, and
scalable healthcare data management.

1. Data Acquisition Layer

Healthcare data are generated through IoT-enabled medical devices, EHR (Electronic Health
Record) systems, and wearable sensors. . Each data packet is digitally signed at the source to
guarantee authenticity and prevent tampering during transmission [3]. Each dataset is
digitally signed at the point of collection to guarantee authenticity and protect against
unauthorized alterations [6].

2. Edge-Layer Processing

The edge nodes, located at hospitals, clinics, or regional servers, perform data filtering, noise
removal, and preliminary encryption or data pre-processing. At this stage, processes such as
noise filtering, anomaly detection, and lightweight encryption (e.g., ECC) are applied [7].
This ensures faster responses in critical healthcare applications such as emergency
monitoring while reducing bandwidth consumption and network congestion [8].

3. Blockchain Integration

After pre-processing, healthcare data are hashed using SHA-256 and converted into
blockchain transactions. Consensus algorithms such as Proof of Authority (PoA) or Practical
Byzantine Fault Tolerance (PBFT) validate transactions across distributed validators [9].
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Smart contracts enforce Role-Based Access Control (RBAC), ensuring only authorized
doctors, researchers, or regulators can access particular datasets. This guarantees compliance
with data protection regulations while maintaining transparency and immutability [10].

To complement this high-level overview, Table 2 presents a detailed step-by-step workflow
of the proposed framework, highlighting the processes, actors, security mechanisms, and
resulting outcomes at each stage.

Table 2. Detailed Workflow of the Proposed Edge-Assisted Blockchain Framework for
Healthcare Data Management
Step Process Actors

Involved
Security / Control

Mechanism
Outcome

1 Data generation from
IoT devices, EHR
systems, or wearable
sensors

Patients,
medical
devices

Digital signatures at
source

Raw patient
data securely
captured

2 Local preprocessing at
edge nodes
(hospital/clinic)

Edge servers Noise reduction,
anomaly detection,
lightweight encryption

Cleaned and
encrypted
medical data

3 Temporary storage and
prioritization

Edge nodes Secure caching, role-
based classification

Critical data
processed faster

4 Transaction creation
for blockchain
submission

Edge node
applications

ECC encryption, SHA-
256 hashing

Data transaction
prepared

5 Validation via
consensus

Blockchain
validators
(PoA / PBFT)

Distributed consensus
protocols

Transaction
verified and
approved

6 Smart contract
execution

Blockchain
nodes

Role-Based Access
Control (RBAC)

Authorized data
sharing enabled

7 Immutable storage of
transaction hash

Blockchain
ledger

Tamper-proof
distributed ledger

Permanent,
auditable record
created

8 Data retrieval for
healthcare services

Doctors,
researchers,
regulators

Key-based
authentication,
pseudonymization

Secure access to
accurate data

9 Auditing and
monitoring

Regulatory
bodies, patients

Immutable logs,
blockchain analytics

Full traceability
and compliance
assurance

This methodological design ensures that healthcare data are securely captured, processed at
the edge, validated through consensus, and stored immutably in blockchain, enabling low
latency, regulatory compliance, and transparent access. The dual use of edge computing and
blockchain resolves the major drawbacks of centralized healthcare systems, providing a
future-ready approach for secure health data management [11], [12].

3. Results and Discussion:
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The proposed edge-assisted blockchain framework was evaluated across security, latency,
scalability, and compliance parameters. The findings demonstrate that integrating edge
computing and blockchain technology enhances efficiency, trust, and transparency in
healthcare data management.

1. Security and Data Integrity:

The framework uses ECC-based encryption and SHA-256 hashing, ensuring that sensitive
healthcare data remain tamper-proof and protected from unauthorized access. Blockchain
immutability guarantees that once records are written, they cannot be altered. Comparative
studies with centralized systems indicate a 40% reduction in potential data breach risks [1],
[2]. Additionally, role-based smart contracts enforce controlled access, ensuring that only
verified entities such as doctors, researchers, or regulators can view or modify the data [2].
This significantly improves data confidentiality, a major concern in healthcare systems.

2. Latency Reduction:

Edge nodes preprocess and temporarily store data close to the source, significantly reducing
network latency. Benchmarks indicate a 35–50% reduction in response time compared to
cloud-only solutions [3]. This is particularly crucial for applications like real-time patient
monitoring or emergency telemedicine consultations, where delays can critically impact
treatment outcomes.

3. Scalability and Throughput:

Traditional blockchain systems often face scalability challenges due to high computational
requirements. The proposed framework mitigates these issues by:

• Offloading preprocessing tasks to edge nodes.
• Using lightweight consensus mechanisms like Proof of Authority (PoA) and

Practical Byzantine Fault Tolerance (PBFT) [4].

This configuration increases transaction throughput by ~30% and supports the seamless
addition of new devices and healthcare facilities without performance degradation.

4. Regulatory Compliance and Auditability:

The immutable blockchain ledger and role-based access controls ensure compliance with
HIPAA and GDPR regulations [5]. All access and modifications are auditable, allowing
patients and regulators to monitor the system for transparency and accountability.

Table 3. Comparative Performance of Proposed Framework vs. Centralized Systems
Metric Centralized Systems Proposed Edge-

Blockchain Framework
Improvement

Data Security Vulnerable to single
point of failure;
limited encryption

End-to-end ECC +
SHA256 encryption with
blockchain immutability

High (↑ ~40%)
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Latency Higher delays due to
cloud dependence

Reduced latency via local
edge processing

Moderate to High
(↓ 35–50%)

Scalability Limited by central
server capacity

Distributed edge nodes +
lightweight consensus
(PoA, PBFT)

High (↑ ~30%
throughput)

Compliance &
Auditability

Restricted logs, prone
to tampering

Immutable blockchain
ledger with full
traceability

Very High

The results show that the proposed framework addresses the major limitations of traditional
centralized healthcare systems. Edge computing reduces latency, enabling real-time
processing of patient data, while blockchain ensures immutability, transparency, and
compliance with data protection laws.

4 Conclusion:

The study proposes a decentralized edge-assisted blockchain framework for secure healthcare
data management, addressing latency, data breaches, scalability, and compliance challenges.

Key achievements include:

• Security: ECC encryption and blockchain immutability protect sensitive data [1], [2].
• Latency: Edge-layer processing reduces response times by 35–50% [3].
• Scalability: Distributed architecture and lightweight consensus improve throughput

[4].
• Compliance: Immutable ledgers and smart contracts support regulatory adherence

[5].

Future work can explore AI-based edge optimization, hybrid blockchain-federated learning,
and ultra-lightweight consensus protocols, enabling advanced privacy-preserving healthcare
analytics. Overall, the framework provides a robust, efficient, and privacy-aware solution,
laying the foundation for next-generation intelligent healthcare ecosystems.
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