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Abstract — Multi-cloud deployment has become the
operational norm for a growing majority of enterprise
engineering organizations, driven by a combination of
regulatory  requirements, vendor risk management,
geographic distribution, and workload-specific capability
matching. The observability challenge this creates is
substantial and underexamined: each cloud provider
generates telemetry in proprietary formats, at different
granularities, with different semantic conventions, making
unified monitoring of cross-cloud systems genuinely difficult
rather than merely inconvenient. This paper examines the
observability strategies employed by thirteen engineering
organizations  operating active multi-cloud  DevOps
deployments, studied over an eighteen-month period from
January 2023 through June 2024. We analyze telemetry
aggregation architectures, the adoption and impact of
OpenTelemetry as a vendor-neutral instrumentation
standard, alerting consistency challenges, and the
operational cost of maintaining fragmented versus unified
observability stacks. Results demonstrate that organizations
operating unified observability architectures reduce mean
time to incident diagnosis by an average of 63% compared to
organizations managing provider-native tooling in parallel,
and that OpenTelemetry adoption is the strongest single
predictor of observability maturity.

Keywords — cloud-native observability, DevOps, distributed
tracing, multi-cloud monitoring, OpenTelemetry

1. Introduction

There is a particular kind of operational frustration familiar
to anyone who has managed systems across multiple cloud
providers: you know something is wrong, you can see it in
one monitoring system, but confirming whether the problem
is in the AWS components, the GCP services, or the Azure-
hosted data tier requires opening three different consoles,
interpreting three different metric naming conventions, and
mentally reconciling timestamps that may not even share the
same clock synchronization baseline. It is not a catastrophic
problem. It is a slow, grinding tax on engineering
productivity that compounds every time an incident occurs.

Multi-cloud adoption has accelerated faster than
observability tooling has matured to support it. According to
Flexera’s 2024 State of the Cloud report, over 89% of
enterprise organizations now use multiple cloud providers
deliberately not as an accident of acquisition history, but as
an intentional strategy for resilience, cost optimization, or
capability access [12]. Yet the tooling for monitoring those
environments remains fragmented. AWS CloudWatch,
Google Cloud Monitoring, and Azure Monitor each provide
deep, capable observability within their own ecosystems.
Across those ecosystems, they share almost nothing: no
common metric format, no common log schema, no common
trace propagation protocol by default.

The problem gets harder in DevOps contexts specifically
because the pipeline itself spans providers. A build might run
on GitHub-hosted runners (which are Azure-backed), publish
artifacts to an AWS S3-compatible store, deploy to a GCP
Kubernetes cluster, and connect to an Azure-hosted database.
Tracing a deployment failure or worse, a performance
regression that only manifests under production load across
that pipeline requires stitching together telemetry from every
layer. Without deliberate architectural investment in unified
observability, that stitching happens manually, in an
engineer’s head, during an incident when cognitive load is
already high.

This paper investigates what wunified multi-cloud
observability actually looks like in practice, how
organizations build it, and what operational improvements
result from doing so. We studied thirteen organizations
across eighteen months, tracking a defined set of
observability and incident response metrics against their
observability architecture maturity. The results offer a
concrete picture of where the value is, what the
implementation challenges are, and which architectural
decisions have the most leverage.

1.1. What Observability Means in a Multi-Cloud Context

The term observability has a specific technical meaning
rooted in control theory: a system is observable if its internal
state can be inferred from its outputs. In software operations,
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this has been operationalized through three primary signal
types of metrics, logs, and traces commonly called the three
pillars of observability. Each pillar provides a different lens
on system behavior. Metrics quantify resource utilization,
throughput, error rates, and latency distributions over time.
Logs record discrete events with contextual detail. Traces
follow a request or transaction across service boundaries,
capturing the causal chain of operations that produced a
result.

In a single-cloud environment, all three signal types can be
collected and queried within the provider’s native tool. The
observability challenge is non-trivial distributed systems are
complex, cardinality management is hard, trace sampling
strategies have real trade-offs but the tooling is at least
consistent. In a multi-cloud environment, each pillar needs to
work across provider boundaries. A distributed trace initiated
in an AWS Lambda function needs to propagate through a
GCP Cloud Run service and into an Azure-hosted API. A
latency anomaly visible in one provider’s metrics needs to be
correlatable with logs from another. Neither happens
automatically, and neither is supported natively by any
provider’s default tooling.

There is also a fourth signal type gaining increasing attention:
continuous profiling capturing runtime CPU and memory
profiles from production workloads continuously rather than
on-demand. Continuous profiling is less mature than the
three traditional pillars but is becoming practically relevant
as organizations try to understand performance behavior
without the overhead of constant trace sampling. We discuss
its multi-cloud implications briefly in Section 4.

1.2. The OpenTelemetry Landscape in 2024

It would be impossible to discuss multi-cloud observability
strategy in 2024 without addressing OpenTelemetry (OTel).
The CNCF project, which merged the earlier OpenCensus
and OpenTracing initiatives in 2019, has reached production-
grade stability for its core components — the specification,
the SDKs for major languages, and the OpenTelemetry
Collector and its adoption has accelerated significantly over
the past two years [3]. OpenTelemetry provides a vendor-
neutral instrumentation APl and a protocol (OTLP the
OpenTelemetry Protocol) for transmitting telemetry to any
compatible backend.

The practical significance for multi-cloud observability is
substantial. An application instrumented with
OpenTelemetry SDKs can emit traces, metrics, and logs in a
consistent format regardless of which cloud it runs on. The
OpenTelemetry Collector, deployed as a sidecar, DaecmonSet,
or standalone gateway, can receive that telemetry and route it
to multiple backends simultaneously sending traces to Jaeger
or Tempo, metrics to Prometheus or cloud-native monitoring,
logs to Elasticsearch or a cloud logging service. This
decouples instrumentation from backend choice in a way that

was architecturally impossible before OTel standardized the
ecosystem.

OpenTelemetry is not, however, a complete solution to the
multi-cloud observability problem. It standardizes how
telemetry is emitted; it does not solve how it is stored,
queried, visualized, or alerted on. The backend selection and
integration decisions remain consequential, and the semantic
conventions that OTel defines naming standards for common
attributes like service names, cloud provider details, and
HTTP request metadata are still being adopted inconsistently
in practice [18]. These nuances shape what we found in the
study.

2. Literature Review

2.1. The Three Pillars and Their Multi-Cloud Limitations

The ‘three pillars of observability’ framing was popularized
in engineering circles primarily through Peter Bourgon’s
2017 blog post and subsequent talks, which distinguished
metrics, logs, and traces as complementary but distinct
observability modalities [1]. This framing became influential
in the SRE and DevOps communities and underpins most
contemporary observability platform architectures.

Academic and practitioner literature on the multi-cloud
dimension of these signals is relatively sparse compared to
the extensive literature on single-cloud or on-premises
monitoring. Reznik et al. (2019) provided early analysis of
the operational complexity introduced by multi-cloud
management, noting that observability fragmentation was
consistently cited by operators as a top operational challenge
but was not well-addressed by available tooling [4].
Villanueva and Taibi (2021) conducted a systematic review
of cloud-native monitoring approaches and identified
semantic heterogeneity different systems using different
naming conventions and schemas for equivalent concepts as
the primary technical barrier to cross-cloud aggregation [5].

The distributed systems research community has contributed
foundational work on trace propagation that underpins
modern distributed tracing. Dapper, Google’s internal
distributed tracing system described by Sigelman et al. in
2010, established the parent-child span model that all modern
tracing systems implement [2]. Zipkin and Jaeger, both open-
source implementations of similar concepts, established the
practitioner baseline before OpenTelemetry consolidated the
ecosystem around a common protocol.

2.2. OpenTelemetry: Adoption and Limitations

The academic treatment of OpenTelemetry is still catching
up to its practical adoption. Majors et al. (2022) in their
practitioner-oriented work on observability engineering
provided early analysis of OTel’s practical positioning,
noting that the project’s value proposition was clearer for
greenfield instrumentation than for retrofitting existing
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applications that had been instrumented with vendor-native
agents or earlier open-source libraries [6].

Kaur et al. (2023) examined OTel adoption patterns in cloud-
native applications and identified three primary adoption
blockers: SDK immaturity in languages other than Java and
Go (which were the earliest to reach stable release),
organizational inertia from existing vendor tool investments,
and the operational learning curve of the OpenTelemetry
Collector’s configuration model [7]. The Collector, while
powerful, uses a pipeline-based configuration syntax with
sources, processors, and exporters that is non-trivial to
operate at scale.

The semantic conventions challenge deserves particular
attention. OTel defines a growing library of standardized
attribute names for common telemetry contexts: HTTP
requests should carry http.method and http.status_code,
database operations should carry db.system and db.statement,
cloud resources should carry cloud.provider and cloud.region
[18]. In theory, an application instrumented to OTel semantic
conventions produces telemetry that can be meaningfully
correlated across providers because it uses the same
vocabulary. In practice, instrumentation library authors adopt
conventions at different rates, and auto-instrumentation
libraries do not always implement the full convention set for
their target framework.

2.3. Service Meshes as Observability Infrastructure

Service meshes Istio, Linkerd, Consul Connect, and Cilium
being the most widely deployed in Kubernetes environments
provide a layer of network-level observability that is
independent of application instrumentation [9]. By
intercepting all service-to-service traffic at the sidecar proxy
or kernel level, meshes can generate metrics (request rate,
error rate, latency percentiles per service pair), traces
(without application code changes, via trace header
propagation), and access logs for every network interaction.

For multi-cloud Kubernetes deployments, service mesh
telemetry represents a consistent observability floor that does
not depend on application developers implementing OTel
correctly. Istio’s Prometheus metrics, for example, use
consistent naming and label conventions regardless of which
cloud the Kubernetes cluster runs on [10]. This cross-cluster
consistency makes mesh telemetry particularly valuable as a
correlation anchor when stitching together multi-cloud traces.

The limitation is that mesh telemetry covers service-to-
service communication within and between mesh-enrolled
clusters but does not extend to cloud-provider-managed
services (databases, queues, object storage) that exist outside
the mesh boundary. For most production applications, a
significant fraction of interesting latency and error behavior
involves exactly these managed services and that telemetry
must come from application-level instrumentation or from
provider-native monitoring, not from the mesh.

2.4. Cost Dimensions of Observability at Scale

The economics of observability at multi-cloud scale have
received increasing attention as organizations discover that
telemetry data volumes can grow faster than engineering
intuition suggests. Hawkins (2023) analyzed telemetry cost
growth patterns in cloud-native organizations and identified
that high-cardinality metrics are a primary driver of
unexpected cost growth in time-series databases [8].
Prometheus, for instance, stores each unique label
combination as a separate time series, and a single poorly
designed metric with three high-cardinality labels can
produce millions of series from a modest deployment.

In multi-cloud contexts, telemetry cost has a cross-provider
dimension: transmitting telemetry data between cloud
environments incurs egress fees. An organization
centralizing all telemetry from three cloud providers into a
single observability backend in one provider pays egress fees
from the other two providers for every byte of telemetry
transmitted. For organizations with high telemetry volumes,
this can be a non-trivial cost driver that shapes architectural
decisions about whether to centralize or federate their
observability backends [17].

3. Methodology and Proposed Model

3.1. Study Design and Participant Profile

Thirteen organizations participated in the study, recruited
through cloud operations practitioner networks, SRE
community forums, and referrals from cloud infrastructure
consultancies. All thirteen operated active workloads on at
least two of the three major cloud providers (AWS, GCP,
Azure) and had active DevOps pipelines with multiple daily
deployment events. The study ran for eighteen months from
January 2023 through June 2024.

Engineering headcount ranged from 110 to approximately
4,400. Industry representation included financial services, e-
commerce, media and content delivery, healthcare
technology, and cloud infrastructure services. All thirteen
had existing monitoring practices, though their sophistication
and cross-cloud coverage varied considerably at study entry.

Table 1. Cloud provider combinations and workload distribution across
participating organizations.

Cloud Organizations | Primary Workload

Combination | (n=13) Distribution

AWS +GCP |5 Compute on AWS,
data/analytics on GCP

AWS + 4 General workloads on

Azure AWS, Microsoft services on

Azure

GCP + Azure | 1 GCP-primary, Azure for

enterprise integrations

AWS +GCP |3 Full tri-cloud, various
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+ Azure workload-specific

allocations

3.2. Observability Maturity Framework

We assessed observability maturity at study entry and exit
across five dimensions, each scored 0-3 for a maximum
composite of 15:

Signal completeness: Are all three primary signal types
(metrics, logs, traces) collected from all major system
components across all cloud environments? (0 = partial,
single provider; 3 = all three signals from all components
across all providers)

Semantic consistency: Are telemetry signals using consistent
naming conventions and attribute schemas across providers?
(0 = fully provider-native naming; 3 = OTel semantic
conventions enforced across all instrumentation)

Correlation capability: Can signals from different providers
and services be correlated by a common identifier (trace ID,
request ID, deployment version)? (0 = no cross-provider
correlation; 3 = full distributed trace propagation across all
provider boundaries)

Alerting coherence: Are alerts defined against a unified view
of system state, or are separate alert rules maintained per
provider? (0 = separate alert rules per provider tool; 3 = all
alerts defined in a single system against normalized signals)

Operational efficiency: Is telemetry cost and volume actively
managed? (0 = unmanaged growth; 3 = cardinality
governance, sampling strategies, and egress optimization in
place)

Entry composite scores ranged from 2 to 10 across the
thirteen organizations, with a mean of 5.4. At study exit,
scores ranged from 4 to 14, with a mean of 8.7, reflecting the

investments most organizations made during the study period.

3.3. The Three Observability Architecture Models

Analysis of the thirteen organizations’ approaches identified
three primary architectural models for multi-cloud
observability. These models are not mutually exclusive, but
they represent meaningfully different primary strategies.

3.3.1. Model A - Provider-Native Parallel Stack

Each cloud provider’s native monitoring tools are used
within their respective environments, and engineers access
them separately when investigating cross-provider incidents.
AWS CloudWatch handles AWS workloads. Google Cloud
Monitoring handles GCP. Azure Monitor handles Azure.
Correlation between providers is manual, typically involving
timestamp alignment and context-carrying across tools.

This model requires no architectural investment beyond the
default tooling each provider offers, making it the default
state for organizations that have not deliberately addressed
the multi-cloud observability problem. Its limitations are

significant: cross-provider incident diagnosis is slow, alerting
is duplicated and inconsistent, and there is no unified view of
system health.

3.3.2. Model B - Centralized Aggregation Platform

A provider-neutral observability platform commonly built
around a combination of the OpenTelemetry Collector,
Prometheus (or a compatible backend like Grafana Mimir or
Thanos), Grafana for visualization, and a distributed tracing
backend like Tempo or Jaeger ingests telemetry from all
providers and presents a unified view [11]. Applications
across all clouds are instrumented with OpenTelemetry
SDKs or auto-instrumentation agents.

This model provides the strongest unified visibility and the
clearest operational benefits but requires the most
architectural investment: deploying and operating the central
platform, instrumenting (or retrofitting) all applications,
managing telemetry egress costs, and maintaining the
Collector pipeline configurations.

3.3.3. Model C - Federated Query with Local Storage

Rather than centralizing telemetry storage, this model keeps
telemetry in each provider’s native storage but adds a query
federation layer typically Grafana with multi-source
datasources, or a platform like Observe or Honeycomb that
allows unified dashboards and cross-provider queries without
moving data between providers. This avoids the egress cost
problem of Model B but provides weaker correlation
capability.

Table 2. Comparison of the three multi-cloud observability architecture

models across key characteristics.

Characteristic | Model A: Model B: Model C:
Provider- Centralized | Federated
Native

Unified view of | No Yes Partial

system state

Cross-provider | Manual only | Full (with Partial

trace correlation OTel)

Egress cost None Significant | Minimal

implication

Infrastructure None High Moderate

investment

required

Alerting No Yes Partial

coherence

achievable

Data residency | Yes Requires Yes

compatible design

Organizations |4 6 3

using as primary

model
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3.4. Metrics Collected

Six primary operational metrics were tracked across all
thirteen organizations throughout the study period:

Mean time to incident diagnosis (MTTD): From first alert or
anomaly detection to root cause identification, measured per
incident category.

Alert noise ratio: The proportion of triggered alerts that
resulted in no actionable engineering response.

Cross-provider trace coverage: The percentage of distributed
traces that successfully propagated across at least one cloud
provider boundary.

Telemetry unit cost: Monthly observability platform cost
normalized per million telemetry events.

Dashboard time-to-insight: Time for an on-call engineer
unfamiliar with the specific incident to navigate from an alert
to relevant correlated signals.

Deployment visibility coverage: The percentage of active
deployment events that generated correlated telemetry
linking the deployment to downstream performance signals
within thirty minutes.

4. Results and Analysis

4.1. MTTD Improvement by Architecture Model

The most operationally significant finding from the study
was the difference in mean time to incident diagnosis across
the three architecture models. Model B organizations
(centralized aggregation) achieved an average MTTD of 11.4
minutes for application-layer incidents, compared to 31.7
minutes for Model A organizations. The 63% reduction held
consistent across incident categories.

Cross-provider latency degradation incidents showed the
largest differential. Model A organizations averaged 64
minutes to diagnose these incidents correctly, compared to
18 minutes for Model B organizations with full distributed
trace correlation. The difference is structural: without a trace
that spans the provider boundary, engineers must reason
from metrics on each side and infer the causal relationship.

Table 3. Mean time to incident diagnosis by incident category and
observability architecture model.

Incident Model |Model |Model |Model B

Category A B C Improvement
MTTD MTTD MTTD |vs A

Application 18.4 9.1 min | 14.2 —51%

error (single min min

provider)

Infrastructure |22.6 12.3 17.8 —-46%

failure (single |min min min

provider)

Cross-provider | 64.1 18.3 38.4 =71%

latency min min min

degradation

Deployment- |41.7 13.8 24.1 —67%

induced min min min

regression

Overall 31.7 11.4 22.1 —64%

average min min min

(weighted)

Model C (federated query) achieved meaningful

improvement over Model A a 30% average MTTD reduction
without the full investment required by Model B. For
organizations where centralization is not practical, the
federated model provides real operational value.

4.2. Alert Noise and Coherence

Alert noise alerts that fire without producing an actionable
response is a pervasive problem in multi-cloud environments.
Model A organizations averaged an alert noise ratio of 61%,
meaning nearly two-thirds of fired alerts required no
engineering response. Duplicate alerts accounted for 28% of
total alert volume on average.

Model B organizations averaged a 23% alert noise ratio,
achieved through alert consolidation and alert enrichment.
Model C organizations averaged a 39% noise ratio better
than Model A but not reaching the coherence achievable
through full centralization.

Several Model B organizations described a specific pattern
they called ‘alert archaeology’ in their pre-unification state:
after an incident, engineers would discover that multiple
independent alerts had fired for the same root cause. Unified
alerting eliminated this category of coordination failure
entirely for the six Model B organizations.

4.3. OpenTelemetry Adoption Patterns and Friction

OpenTelemetry adoption was the single strongest predictor
of observability maturity score improvement during the study
period. Organizations that had fully adopted OTel for at least
70% of their active services by month nine showed maturity
score improvements 2.3 times larger than organizations at
lower OTel adoption rates by study end.

4.3.1. The Auto-Instrumentation Gap

OTel auto-instrumentation libraries are genuinely useful for
reducing adoption friction. But they vary significantly in
their coverage of OTel semantic conventions. A Spring Boot
application auto-instrumented with the Java OTel agent
produces HTTP spans with correct semantic convention
attributes. The same application’s outbound database calls
may carry incomplete span attributes because the JDBC auto-
instrumentation library for a specific database driver has not
yet been updated to the current convention set.
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4.3.2. The Collector Configuration Complexity

The OpenTelemetry Collector is a flexible, powerful
component that can receive, process, and export telemetry in
a wide variety of formats. It is also non-trivially complex to
configure and operate at scale. Organizations running the
Collector as a DaemonSet in Kubernetes encountered
memory management challenges, and organizations running
Collector gateways needed to design for availability.

4.3.3. Brownfield Instrumentation Debt

All thirteen organizations had existing applications that
predated their OTel adoption. These brownfield applications
were instrumented with a mix of vendor-native agents, older
open-source libraries, or not instrumented at all. Migrating
these applications to OTel without disrupting their existing
observability coverage was consistently described as harder
than instrumenting new services from scratch [7].

4.4. Telemetry Cost Management in Multi-Cloud

Telemetry cost emerged as a more significant operational
concern than most organizations anticipated at study entry.
The combination of high telemetry volumes from
instrumented multi-cloud workloads and egress fees for
cross-provider telemetry transmission created cost growth
curves that exceeded initial observability platform budget
estimates for five of the thirteen organizations.

Table 4. Telemetry cost drivers, frequency across participating
organizations, and effective mitigation strategies.

Cost Driver Orgs Avg. Most Effective
Affected | Cost Mitigation
Impact
High- 9/13 +38% Label cardinality
cardinality storage | governance +
metrics cost recording rules
Cross-provider | 7/13 +24% Regional Collector
egress fees net cost |aggregation before
egress
Trace storage | 8/13 +41% Head-based sampling
volume storage | with tail backup
cost
Log 10/13 +29% Deduplication at
duplication ingestion | Collector processor
(app + infra) cost stage
Unused 6/13 <8% Quarterly telemetry
dashboard/alert audit and cleanup
overhead

4.5. Service Mesh Telemetry as a Consistency Anchor

For the nine organizations running Kubernetes workloads
with a service mesh deployed (Istio in six cases, Linkerd in
two, Cilium in one), mesh-generated telemetry served as a
valuable cross-provider consistency anchor [9]. Mesh

telemetry for service-to-service calls follows consistent
naming conventions regardless of cloud.

An emerging pattern among the higher-maturity
organizations was using eBPF-based network observability
primarily Cilium with Hubble as a complementary signal
source that required no application instrumentation changes
[14]. eBPF observability instruments the kernel, capturing
network flows, DNS queries, and system calls without agent
deployment.

4.6. Deployment Visibility and the Pipeline Correlation Gap

One finding that was somewhat unexpected in its magnitude
was the low deployment visibility coverage at study entry:
across all thirteen organizations, only 31% of deployment
events generated correlated telemetry linking the deployment
to downstream performance signals within thirty minutes.

Organizations that addressed this gap instrumenting their CD
systems to emit OTLP deployment events and enforcing
version label propagation in all application telemetry
reported  significantly faster deployment regression
identification [20].

5. Conclusion

Multi-cloud observability is a solved problem architecturally
the tools exist, the standards are mature enough, and the
patterns are documented. What makes it hard in practice is
the organizational and operational investment required to
implement those solutions consistently across environments
that were not designed with unified observability in mind
from the start.

The study data makes a clear case for Model B (centralized
aggregation) as the target architecture for organizations
where unified incident diagnosis is operationally important.
The 64% average MTTD reduction compared to parallel
provider-native stacks is a substantial and repeatable
operational improvement. The cross-provider latency
diagnosis improvement 71% faster is particularly significant
for organizations where latency-sensitive workloads span
providers.

OpenTelemetry is the enabling technology that makes Model
B practical at reasonable instrumentation cost. The auto-
instrumentation libraries reduce the code-change burden, the
Collector handles protocol translation and backend routing,
and the semantic conventions provide the shared vocabulary
that makes cross-service and cross-provider telemetry
correlatable [3].

For organizations where centralization is not feasible due to
egress costs or data residency requirements, Model C
(federated query) provides meaningful improvement over the
default provider-native parallel approach. It is not a
permanent destination but a viable intermediate state that
improves operational efficiency while a longer-term
centralization path is developed.
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Telemetry cost management deserves more attention in
observability architecture planning than it typically receives.
High-cardinality metrics, cross-provider egress fees, trace
storage volume, and log duplication collectively drove
observability costs 20-40% above initial estimates for the
majority of study organizations [17].

The deployment visibility gap revealed in the study that
fewer than one-third of deployments generated correlated
downstream telemetry at study entry is an underappreciated
opportunity. Connecting deployment events to performance
signals transforms deployment confidence from a qualitative
judgment into a quantitative assessment [19].

Future research directions include longitudinal study of
MTTD improvement trajectories beyond eighteen months,
analysis of how emerging eBPF-based observability tools
affect the economics and coverage of multi-cloud telemetry,
and examination of observability cost governance models as
telemetry volumes continue growing with expanding cloud
footprints [15].
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